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Abstract

Cloud security posture management services (CSPMSs) support security efforts
in the industry by providing more convenient ways of detecting misconfigurations,
threats, and vulnerabilities in the cloud. The capabilities of a CSPMS depend on
the level of access assumed by these management tools or services. CSPMS may
obtain access to everything including keys, secrets, environmental variables, certifi-
cates, and sensitive data or files because of the nature of the privileges they assume
before they scan the cloud environment. CSPMS clients are often naive about the
nature of the privileges these services or tools assume, the amount of sensitive
data they collect, and the supply chain risks associated with the implementation
of the service or tools. Consequently, they often rollout default configurations or
policies prescribed by vendors with little or no regards to supply chain risks since
they are sold to them as read only policies. This thesis investigates supply chain
risks associated with CSPMS and how least privileged principles can be used to
mitigate such risks using comparative studies, experimentation, and analysis of
default permissions of some of the existing CSPM services.
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Chapter 1

Introduction

Cloud computing (CC) offers numerous benefits such as increased performance,
better flexibility, scalability and cost efficiency [1, 2, 3]. This has led to the
widespread use of CC services across organizations [4, 5, 6] However, security
threats and compliance violations in cloud environments remain major issues. Re-
cent studies indicate that most cloud security breaches are caused by misconfigu-
rations, poor access management, and inadequate audit logging [5, 1, 4, 7]. These
breaches can result in the exposure of sensitive data and significant financial losses
for organizations [5].

As a result, organizations are increasingly recognizing the importance of imple-
menting cloud security auditing tools and services such as Cloud Security Posture
Management Services (CSPMSs) [8]. CSPMS tools offer more effective and con-
venient methods of identifying misconfigurations and mitigating compliance viola-
tions by performing scans in your cloud environment [9, 10]. Moreover, these tools
help automate the security and remediation processes while offering continuous
real-time risk and threat monitoring capabilities in the cloud [2, 6]. This signifi-
cantly enhances the overall security posture of cloud environments [6, 9].

However, CSPMS tools require specific permissions to perform their scans [6].
The extent of these permissions can vary, ranging from excessive to precise, de-
pending on how the tools are implemented. Although most CSPMS tools rely on
read-only access permissions to perform their scans, it is unclear whether this level
of access permission aligns with the principle of least privilege (PoLP), which is
essential for safeguarding sensitive data and mitigating risks such as supply chain
risk.

CSPMS clients however, often relying on the recommendations of CSPMS ven-
dors, deploy these permissions without considering their own security requirements
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or adherence to the PoLP. Consequently, they overlook the potential implications
of these read-only access permissions and may unknowingly provide excessive per-
missions to these tools. This oversight exposes them to significant risks including
supply chain risks and the potential collection of sensitive data.

The aim of this study is to address this gap in scientific research by conducting
comparative studies, experiments, and analyses in existing CSPMS tools. The
research will investigate the supply chain risks associated with the default per-
missions of these tools. Moreover, the study also aims to examine whether the
existing CSPMS tools rely on over-privileged permissions to perform their scans.
Lastly, the effectiveness of implementing the PoLP as a mitigation strategy will
be evaluated. The findings of this research will provide valuable insights to orga-
nizations utilizing CSPMS tools and shed light on the associated supply chain risks.

To the best of our knowledge, no prior studies have investigated the implica-
tions of supply chain risks in the context of CSPMS tools, despite the potential
risks associated with granting these tools excessive permissions.

1.1 Problem Statement

The main aim of this thesis is to conduct a comprehensive analysis and evalua-
tion of the potential supply chain risks associated with the default permissions in
CSPMS tools. The research also aims to examine whether the existing CSPMS
tools rely on over-privileged permissions for performing their scans in cloud en-
vironments. Furthermore, the study will explore whether adhering to the PoLP
can mitigate the excessive permissions given to these tools while enabling effective
security scans.

The problem statement of the thesis is defined by the following research ques-
tions:

Q1: Do the default permissions required for running the CSPMS scans
pose any supply chain risk?

Q2: Do the existing CSPMS tools deploy over-privileged permissions
to perform their scans?

Q3: Is it possible to reduce the permissions of these CSPMS tools
while still ensuring their effective security scans?
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These questions lay the foundation for the research, enabling an in-dept inves-
tigation into the potential supply chain risks associated with CSPMSs tools.

The findings of this study will contribute to a better understanding of the sup-
ply chain risks associated with implementing the default permissions in CSPMs
within cloud environments. Additionally, the research will provide valuable recom-
mendations for improving security practices for CSPMS tools, aiming to enhance
overall security measures in cloud environments.

1.2 Thesis Outline

Thus far, we have discussed the introduction and problem statement of the thesis.
This sub-chapter, we will briefly discuss the structure of the rest of the thesis,
which will be as follows:

Chapter 2 provides a comprehensive background theory on essential concepts
deemed necessary for understanding the thesis.

Chapter 3 discusses relevant literature related to the thesis topic.

Chapter 4 describes the methodology used for performing the study, includ-
ing an in-depth description of the tools and technologies.

Chapter 5 presents the assessment results along with a comprehensive analy-
sis of the findings.

Chapter 6 presents the conclusion of the thesis, summarizing the key findings
and their implications. It also offers recommendations for further developments
and potential avenues for future research in the field.
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Chapter 2

Background Theory

This chapter provides a comprehensive background theory on essential concepts
that are crucial for understanding the thesis. The chapter will cover a range of
topics, including Cloud Security Posture Management (CSPM), Access Control in
Cloud Computing, Supply Chain risks, the Princliple of Least Privilege (PoLP),
and Identity and Access Management in Cloud (IAM).

2.1 Cloud Security Posture Management

Cloud Security Posture Management (CSPM) refers to cloud security audit tools
and services that aim to identify and mitigate the various security risks inherent
in cloud environments. These tools use various practices and technologies to per-
form scans in cloud environments, automate security assessments, and effectively
mitigate the risks associated with the cloud [1, 6].

CSPM tools are used to identify and mitigate misconfigurations in cloud envi-
ronments [9, 11]. This is achieved by scanning and analyzing the configurations of
cloud resources across cloud workloads [2].

Moreover, CSPM tools provide organizations with compliance assurance by
assessing their cloud environment against established security best practices and
regulations, such as the CIS Benchmarks, ISO 27001, SOC 2, and PCI-DSS [12, 13].
This ensures the cloud environment is secure and complaint with industry’s best
security standards.

Furthermore, CSPM tools provide organizations with continuous real-time risk
and threat monitoring capabilities [6, 10]. This facilitates the detection of mis-
configurations, policy violations, and excessive privileges [2]. Additionally, by
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integrating with cloud-native and DevOps tools such as Continuous Integration
and Continuous Deployment (CI/CD) pipelines and Infrastructure as Code (IaC),
CSPM tools offer security teams direct remediation guidance through explicit in-
structions to address the aforementioned risks [1]. Consequently, resulting to en-
hanced efficiency of the security operations center (SOC) [6].

In addition to the aforementioned features, advanced CSPM tools leverage
Robotic Process Automation (RPA) systems to proactively address cloud risk con-
cerns before breaches occur. These systems utilize enriched data sources and
intuitive query tools to address any identified risks [12].

CSPM’s automated risk assessment and mitigation processes are applicable
across the different CC service models, including Infrastructure as a Service (IaaS),
Platform as a Service (PaaS), and Software as a Service (SaaS). Additionally, they
can also be deployed in various cloud environments, including hybrid, multi-cloud,
and container deployment systems [8, 1].

In summary, CSPM tools and services offer several benefits and functional-
ities for organizations operating in cloud environments. These include contin-
uous real-time monitoring capabilities, comprehensive visibility and control of
cloud resources, automated detection of misconfigurations, automated remedia-
tion mechanisms for identified threats, and compliance assurance with industry’s
best standards and regulations. By providing these capabilities through a central-
ized platform, CSPM tools enable organizations to effectively manage, identify,
and mitigate the security risks associated with their cloud environment. [2, 6, 8]

2.1.1 Cloud Security Posture Management Implementa-
tion: Agent-based and Agentless Approach

CSPM tools can be implemented using two methods, namely the agent-based ap-
proach and the agentless approach [12].

In the agent-based approach, software agents are installed and deployed di-
rectly on each client’s endpoints and systems, such as servers, cloud computing
(CC) instances or clusters. These agents are responsible for monitoring, analyz-
ing, and reporting the security findings back to a centralized management system
[14, 15, 16]. Although this approach offers granular and effective real-time moni-
toring and incident detection capabilities, it may introduce compatibility, perfor-
mance, or vulnerability issues to the cloud environment due to the introduction of
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additional components [14, 16, 17].

The agentless approach, on the other hand, does not require the installation or
deployment of software agents on each client’s endpoints [15, 16]. Instead, they rely
on remote management protocols or Application Programming Interfaces (APIs)
to access the client’s system. The agentless approach operates by scanning and
monitoring resources externally by taking snapshots rather than running utilities
directly on each client’s endpoints. Hence, this approach offers more flexibility
and ease of management. However, limitations such as reduced level of detail,
false positives and automation capabilities are major issues associated with this
approach [14, 15, 17].

Table 2.1 below presents a comparison table between the Agent-based and
Agentless CSPM implementation methods. To determine the most suitable imple-
mentation approach for CSPM tools, an organization should assess its prerequisites
and carefully consider the trade-offs associated with each approach [14].
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Table 2.1: A comparison table between the Agent-based and Agentless CSPM
security implementation systems

Features Agent-based solutions Agentless solutions
Installation Requires software agents to

be installed on each client
endpoints

Does not require software
agents to be installed on
client endpoints

Monitoring Provides granular &
effective real-time
monitoring capabilities

Provides monitoring with
reduced level of detail

Security Less secure due to added
components

Less intrusive, more secure

Visbility & control Provide a higher level of
control visibility of the
system

Limited control & visibility
capabilities

Resource usage Requires more resources
such as memory and CPU

Does not require many re-
sources

Incident detection Capable of detecting
incidents with high
accuracy

May generate false positives
due to the external scanning
approach

Performance May impact system
performance due to the
installation of software
agents

Minimal impact on system
performance due to the ab-
sence of software agents

2.2 Access Control

Access control is a fundamental security concept in the fields of information secu-
rity and computer systems [18, 19, 20, 21]. Access control mechanisms refers to
the implementation of pre-defined set of security policies and permissions used to
regulate access to various system objects (i.e., data resources or services, assets,
software applications, files, database etc.) within computer systems, thereby en-
suring only authorized access to these objects [20, 22].

The implementation of access control mechanisms has two primary objectives.
Firstly, to prevent unauthorized entities (i.e., individual users, groups, or pro-
cesses) from accessing the aforementioned objects. Secondly, to limit authorized
entities to accessing only those objects that align with their designated roles,
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thereby preventing potential misuse or abuse of privileges and permissions.

In the context of CC, access control focuses on controlling access to objects
in the cloud [23]. According to [24], access control in CC is defined as ”. . . how
subjects (i.e., users and processes) can access objects based on defined access con-
trol policies to protect sensitive data and critical computing objects in the cloud
systems”.

Based on the definition above, we understand that access control in CC com-
prises of three main components: subjects, objects, and access control models [24].
The subject (i.e., individual user, group of users, or process) is the entity initiating
the access action, usually request to an object. The object, on the other hand,
refers to system resources or services that the subject is requesting access to. These
objects can be a file, database or software application as stated above. Lastly, the
access control model refers to the set of pre-defined rules and permissions that
govern the subject’s access to an object or vice versa. Thus, it determines how
they interact within a system [21].

Figure 2.1 below illustrates the relationship and connection links among the
three main components of the access control, which are subjects, objects, and
access control model. Subjects are individual users, groups of users or processes,
they are the ones initialing the access action in the model. Objects represent
the diverse array of system resources and services available within the computer
system, such as files, databases, and applications. Lastly, access control model
refers to the set of pre-defined rules and permissions that govern subjects access
permissions to objects or vice versa.
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Figure 2.1: The relationship and connection between the three fundamental com-
ponents of the AC model: subject, object, and access control model is illustrated
in the figure. Figure created using Biorender.

A robust access control mechanism is one of key security controls in the cloud.
Access control mechanisms should grant access only to authorized entities while
simultaneously limiting unauthorized access [22, 25, 26]. Some well-known access
control models utilized today are the Mandatory Access Control (MAC), Discre-
tionary access control (DAC), Role-Based Access Control (RBAC), and Attribute-
Based Access Control (ABAC). Each of these access control models possesses
unique characteristics and features [25]. To implement an effective access con-
trol model, it is important to understand its main features and align them with
the organization’s objectives. However, when applied to cloud environments, the
MAC and DAC models steadily encounter significant challenges [21, 22, 25].

The MAC model operates in a centralized manner, where a system administra-
tor holds the authority to govern subjects permissions to objects [25, 27]. Although
effective in ensuring data integrity and confidentiality, the MAC model does not
ensure complete secrecy. Moreover, the MAC model can also be both costly and
complex to implement. Furthermore, its lack of support for the PoLP and limited
flexibility in large-scale and resource-intensive systems make it inefficient for cloud
environments [22, 26].
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In contrast, the DAC model grants object owners’ complete authority over
their respective resources, allowing them to establish the permissions granted to
subjects accessing their objects [25, 27]. While DAC offers greater flexible and
ease of implementation compared to MAC, it falls short in terms of security by
failing to ensure data integrity and confidentiality. Another significant drawback
of the DAC model is the scalability issue, particularly in distributed systems like
the cloud, that involves multiple users and applications [18]. This can lead to
significant management overhead, hindering the efficient management of cloud re-
sources [25, 27].

Furthermore, the aforementioned access control models typically assume that
data is stored on trusted data servers accessible to the client. However, this as-
sumption is no longer applicable in CC as the data owner and the cloud servers may
belong to distinct domains [28, 29]. Consequently, to overcome these challenges
the RBAC and ABAC models were developed [25]. In the following subsections,
we will discuss these two access control models in depth.

2.2.1 Role-Based Access Control

The Role-Based Access Control (RBAC) model is an access control model that
assigns permissions to subjects based on their respective roles within an organiza-
tion. The RBAC model is similar to the MAC model, in that it is a centralized
access control model. This means that a central administrator is solely responsible
for assigning and managing the access permissions to subjects [27].

In the RBAC model, the access permissions and privileges are pre-defined for
each role prior to assigning subjects. Depending on the organization, subjects can
have multiple roles or be assigned to multiple groups, which grants them additional
access privileges and permissions [25].

Compared to other access control models such as DAC and MAC, the RBAC
model is more flexible, scalable, and easier to implement. Moreover, it supports
hierarchy and inheritance rights, duty separation and follows the PoLP , thus mak-
ing it more suitable and appealing for cloud environments [18, 25, 27].

However, the RBAC model has some limitations. Limitations such as the lack
of support for the delegation principle and its static, coarse-grained nature can
make it challenging to manage and enforce access control policies effectively. Nev-
ertheless, it remains a popular and widely used access control model [19, 27].

The RBAC model consists of five essential elements: subject, role, permission,
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operation, and object. Subjects are entities, typically employees within an or-
ganization who interacts with the system. Roles represent the permissions and
privileges associated with a specific task in an organization. Operations refer to
actions that subjects can perform within the object. Permissions determine the
access rights and privileges of subjects, while objects are the system resources and
services that subjects can interact with [19, 27].

Figure 2.2 below illustrates the relationship link between the elements of the
RBAC model. Subjects consists of individual users and groups, often employees of
an organization. Roles represent the pre-defined set of permissions and privileges
that are assigned based on specific tasks and responsibilities within an organiza-
tion. Operations refer to the actions that subjects perform when interacting with
objects. Permissions govern the access rights and privileges to users, while objects
encompass the services and system resources that subjects can interact with.

Figure 2.2: The interactions between the different elements in the RBAC model is
illustrated in the figure. Figure created using Biorender
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The RBAC model is composed of four conceptual models RBAC0, RBAC1,
RBAC2 and, RBAC3.

RBAC0 serves as the base model, and it is based on the PoLP and separation
of roles [30].

RBAC1 and RBAC2 models are both extensions to the base model with ad-
ditional features. RBAC1 introduces the use of role hierarchies, thus allowing
for a more structured and hierarchical approach to access control. In contrast,
RBAC2, introduces the use of constraints, enabling finer-grained control over re-
source access. With constraints, RBAC2 can manage more complex access control
scenarios, enabling precise control over resource access [30].

Finally, RBAC3 is the consolidated model that incorporates the features of
RBAC0, RBAC1, and RBAC2, providing the most advanced and flexible access
control mechanism. RBAC3 is capable of handling complex access control scenar-
ios in large organizations, by combining both role hierarchies and constraints to
achieve precise and granular control over resource access.[30]. Figure 2.3 below
shows the relationship link between the four RBAC models.

Figure 2.3:
The relationship model of the Role-Based Access Control system as presented by
Sandhu in 1997. Figure created using Biorender.
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2.2.2 Attribute Based Access Control

Unlike RBAC, Attribute-Based Access Control (ABAC) is an access control model
that determines access permissions based on the attributes associated with sub-
jects [25, 27, 31]. These attributes include “the assigned attributes of the subject,
the assigned attributes of the object, environment conditions, and a set of policies
that are specified in terms of those attributes and conditions” as noted in [19, 32].

As explained above, the attributes in ABAC refer to the various properties
associated with subjects, objects, and the environment. These attributes are typi-
cally represented as name-value pairs and play a crucial role in determining access
decisions. Similiar to RBAC, subjects refers to individual users or groups, inter-
acting with the system. Objects represent the system resources and services that
are being accessed. Operations refer to the specific functions or actions performed
on objects, typically at the request of subjects. Lastly, environment conditions
encompass the contextual characteristics surrounding access requests and are in-
dependent of both subjects and objects. These conditions provide additional con-
textual information that helps inform the access control decisions, ensuring that
access is granted or denied based on the relevant attributes and conditions present
[19, 32].

The ABAC mode is an extension of the RBAC model in a way. This is done
by incorporating additional features such as attribute delegation, attribute decen-
tralization, and attribute interference [26, 33]. These features enhance the model’s
applicability and effectiveness in cloud environments, which are characterized by
large amounts of data, dynamic users, and flexible network topologies [23, 33].
ABAC’s advantages, including in granularity, flexibility, usability and support for
data sharing, have contributed to its growing popularity in access control.[19]

2.2.3 Access Control in Cloud Security Posture Manage-
ment

Having established a fundamental understanding of access control mechanisms,
including their objectives, and different models, it is crucial to explore their appli-
cation in the context of CSPM. The access control model utilized in CSPM tools
is the RBAC model. As stated earlier, RBAC provides a systematic approach to
governing permissions by assigning pre-defined roles to subjects. This ensures that
access privileges are determined based on roles rather than individual subjects. By
implementing RBAC, CSPM tools establish a structured and organized approach
to managing access rights, enabling granular control over user actions within the
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cloud environment [11].

2.3 Principle of Least Privilege

The principle of least privilege (PoLP) is a fundamental concept in information
security that ensures effective access control systems, particularly in CC environ-
ments [19]. At its core, the PoLP emphasizes on granting subjects the minimum
amount of access permissions necessary to complete their tasks [34].

By implementing the PoLP, organizations can mitigate the security risks asso-
ciated with compromise of privileged credentials by malicious entities, accidental
misuse by authorized users, or intentional misuse by so called “insider threats”.
This leads to a lower risk of unauthorized access, accidental modification, and
abuse of sensitive data and resources, thus enhancing the overall security posture
of a system [35, 36, 37]. Therefore, it becomes essential for organizations operating
in CC environments to prioritize the PoLP in order to mitigate the aforementioned
security risks effectively.

The implementation of the PoLP in CC environments however, is challenging
due to three main factors [38]. Firstly, formulating policies that accurately align
with the user permission needs is complex. Secondly, determining the necessary
permissions can be uncertain, making it difficult to strike the right balance. Lastly,
enforcing the PoLP becomes nearly impossible due to the large scale and dynamic
nature of cloud environments. These factors collectively contribute to the diffi-
culties organizations face in implementing and maintaining least privilege access
control measures in the cloud [38].

Nevertheless, there are some solutions to achieve it. To comply with the PoLP
in CC environments requires an effective utilization of identity and access manage-
ment (IAM) policies, which will be discussed in the next subsection. This involves
assigning IAM policies with minimal permissions required for specific tasks within
the cloud services and resources. Additionally, instead of relying on wildcards and
AWS managed policies to assign permissions to users in the cloud, explicitly defin-
ing the necessary permissions needed yourself in IAM policies enhances adherence
to the PoLP [39].

Moreover, regular monitoring of user accesses and usage using services such
as Amazon Web Services (AWS) Access Advisor is another important measure.
Access Advisor allows user to regularly analyze users’ usage patterns and recent
accesses. This enables administrators to easily identify and revoke unnecessary

15



permissions for individual user. All these measures enable organizations to achieve
a higher level of security in their cloud environments.

In summary, the PoLP emphasizes the importance of granting entities the
minimum necessary permissions required for their tasks. Neglecting this principle
may expose subjects to threats such as credential compromise by external mali-
cious actors and the potential resource misuse by insiders, whether accidental or
intentional. While challenging to achieve in CC environments, approaches such as
avoiding wildcards, AWS managed policies and instead using explicit permission
definitions are helpful help. Additionally, leveraging AWS services like Access Ad-
visor can assist identify unused permissions so administrators can revoke them. As
such, implementing the PoLP is crucial in mitigating security risks and preventing
potential breaches in CC environments [5].

2.4 Identity Access and Management

Identity and Access Management (IAM) is a cloud service that offers cloud ad-
ministrators a centralized management system for overseeing entities access per-
missions to resources and services within their cloud environment. With IAM,
administratirs have the ability to define granular access permissions, enabling pre-
cise control over the level of access granted to entities to their AWS resources [40] .
This service enables administrators to establish IAM entities, to which pre-defined
policies containing specific permissions and privileges can be assigned [41, 42, 43].

The IAM framework in AWS consists of three types of entities: IAM users,
IAM user groups, and IAM roles. IAM users represent individual users or ap-
plications, IAM user groups represent set of IAM users while IAM roles include
linked IAM users and IAM user groups [41, 43]. Figure 4 below illustrates a visual
representation of these IAM components.
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Figure 2.4: The AWS IAM entity is composed of three entities: IAM user, IAM
user groups, and IAM role. Figure created by author.

The two fundamental aspects of IAM are the authentication and authoriza-
tion process. In IAM, users authenticate their identity as IAM entities and are
authorized based on assigned IAM policies. This ensures that only authenticated
users with appropriate permissions can perform actions in the AWS environment.
IAM’s role is crucial in maintaining cloud security [39].

In AWS, IAM entities possess two types of credentials. The first type is the
traditional username and password method, which grants access to the AWS Con-
sole but cannot be utilized for programmatic actions. The second type is the
access key method which consists of an access key ID and a secret access key.
Access keys serve the purpose of programmatically invoking AWS actions through
the Software Development Kit (SDK) or Command Line Interface (CLI). An IAM
entity may possess both username/password and access keys if they require both
programmatic and console access [39].
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It is worth nothing that although the implementation of the IAM policies may
vary among the different CSPs, they are generally expressed in the JSON format
[44, 41, 45, 39]

Figure 2.5 below provides illustrates an example of an AWS AdministratorAc-
cess IAM policy. The policy consists of top-level elements, including Version and
Statement, where the latter specifies the action and resource on which the action
shall apply. The character (*) used in the policy represents a wildcard, and sig-
nifies to the word “all”. Consequently, this policy allows all (*) actions on all (*)
resources. However, it is worth noting that this policy must be attachment to an
IAM entity before the actions can be implemented [39, 41, 42, 44, 46].

An important element to note in the figure is the use of the asterisk character
(*) in the policy. This character is referred to as a wildcard, and it signifies the word
“all”. Consequently, the AdministratorAccess policy shown in the figure below
allows all (*) actions on all (*) resources. Hence, users assigned with this policy
possess unrestricted access to do whatever he/she wants in the cloud environment.
However, it is worth noting that this policy must be attachment to an IAM entity
before the actions can be implemented [38, 41, 44, 45, 46]

Figure 2.5: The figure illustrates an AWS AdministratorAccess IAM policy. The
policy grants entities permission to perform all (*) actions on all (*) resources.
Screenshot from AWS console.

In summary, the implementation of IAM in cloud enables cloud administrators
to securely manage the access permissions and privileges of entities in their cloud
environment. This approach ensures that only authorized identities have access to
the appropriate resources and actions [47].
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2.4.1 Identity-based and Resource-based policies

AWS IAM includes two types of policies: identity-based policies and resource-based
policies. Identity policies are directly applied and attached directly to IAM entities
such as IAM user, IAM user group, or IAM roles. Resource Policies, on the other
hand, are attached to resources rather than entities [39, 46, 48].

In the upcoming subsections, we will delve into both types of policies in-dept.

Identity-based policy

As mentioned above, Identity policies are directly attached at IAM entities. Iden-
tity policies can be further categorized into three different types: AWS managed
policies, customer managed policies and inline policies [38, 46].

AWS managed policies, also referred to as standalone policies, can be at-
tached to multiple IAM entities within the same AWS account or across different
accounts. Thus, enabling policy reusability. These policies are created and main-
tained by AWS. This means that they are regularly kept up-to-date by AWS to
accommodate the ever-emerging array of new services. This proactive approach
minimizes the requirement for manual maintenance efforts and helps prevent po-
tential errors. Additionally, these policies provide users with a library of pre-
defined policies, enabling them to save time by avoiding the need to create policies
from scratch [39, 49].

However, it’s important to note that AWS managed policies offer limited cus-
tomization options, as users cannot modify the permissions of the policies [46].
Despite this limitation, they remain popular among organizations due to their
ease of use and reduced maintenance effort.
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Figure 2.6 below illustrates three examples of AWS managed policies: Adminis-
tratorAccess policy, PowerUserAccess policy, and AWSCloudTrailReadOnlyAccess
policy. In the figure, we can observe that a single AWS managed policy is attached
to entities across different AWS accounts, and within a single AWS account, show-
casing their versatility and wide applicability.

Figure 2.6: The figure illustrates the implementation of AWS managed policies.
Figure from AWS official documentation

Customer managed policies offer similar capabilities to AWS managed
policies in terms of being attachable to multiple IAM entities within the same
AWS account. However, a key distinction is that customer managed policies can-
not be attached across different organizations [38]. Furthermore, customer man-
aged policies are created and managed by the customers themselves. This grants
users greater flexibility to customize the policy permissions to meet their specific
needs and requirements. This level of control allows for more granular customiza-
tion compared to AWS managed policies [38, 49].

However, with this increased control and customization capability, customers
also assume the responsibility of policy maintenance, including regular updates,
revisions, and monitoring of policy usage to ensure compliance with organizational
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and regulatory requirements[38, 49].

Due to this, customer-managed policies require a higher level of effort and at-
tention compared to AWS managed policies. Nonetheless, the ability to customize
and have greater control over the policies make them an attractive option for users
who require a more tailored approach to policy management[38, 49].
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Figure 2.7 below illustrates customer managed policies in AWS. In the figure
we see that a single customer managed policy can be attached to multiple IAM
entities within the same organizations. For example, the DynamoDB-books-app
policy is attached to two distinct IAM roles [49].

Figure 2.7: The figure illustrates customer managed policies in AWS. Figure from
AWS official documentation

Inline policies are type of policies created for a specific IAM entity and as
such, they maintain a strict one-to-one relationship with that entity. This means
that when the entity is deleted, the policy attached to it also gets deleted with it.
This approach ensures that the defined permissions are exclusively assigned to that
particular user, group, or role, providing a high level of control and granularity [49].

However, AWS generally recommends using managed policies over inline poli-
cies in most cases. Managed policies offer greater flexibility and ease of manage-
ment, as they can be attached to multiple entities and can be centrally maintained
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and updated [50].

Figure 2.8 below illustrates inline policies in AWS. It demonstrates that even
though two roles contain the same inline policy, the DynamoDB-books-app policy,
they each have their own individual copy of the policy attached to them. This
highlights the unique and independent nature of inline policies [38, 49].

Figure 2.8: The figure illustrates incline policies in AWS. Figure from AWS official
documentation
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Resource policies

Resource policies are policies that are attached to specific resources, such as an
Amazon S3 bucket. Unlike identity policies that are attached directly to specific
IAM entities, resource policies define permissions at the resource level rather than
the identity level. This means that these policies enable the control of which
entities can access a specific resource [38, 49].

2.5 Access Advisor

Access Advisor is a service within the AWS IAM console that offers users valuable
insights into the access patterns of IAM entities, including the policies and per-
missions associated with their access. This service helps identify the frequently ac-
cessed resources and permissions, as well as those that were never utilized, thereby
facilitating the detecting and removal of unused permissions . As such, Access Ad-
visor is instrumental in implementing the PoLP for resource permission assignment
and for mitigating the risks of over privilege [50, 51].

For cloud administrators, Access Advisor serves as an essential tool for moni-
toring and optimizing user and role permissions. By analyzing the access patterns,
they can effectively reduce the risk caused by unauthorized access. Furthermore,
this service contributes to maintaining integrity and confidentiality of sensitive
data in the AWS environment [50, 51].

2.6 Supply chain risks in Cloud Computing

Supply chain risks refers to the potential harm or compromise that arises from
interactions with partner suppliers or third-party vendors. These risks stem from
vulnerabilities associated with the products, services, software applications, or
hardware provided by these external entities. Malicious actors exploit these vul-
nerabilities within the third party’s organization to gain unauthorized access to
other organizations.

When organizations depend on suppliers or third-party vendors for critical com-
ponents or services, a level of dependency is introduced that poses them to such
risks. These risks can manifest in different ways, such as security vulnerabilities in
the products or services, compromised data integrity, or disruptions in the supply
chain itself [52, 53, 54, 55].
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Categorically, supply chain risks can be classified into three main types. The
first type involves attacks on primary suppliers or third-party vendors, resulting
in disruptions to product or service delivery. A prominent illustration of this risk
is the 2017 cyberattack on shipping giant Maersk, which significantly impacted
global supply chains [56] .

The second type occurs when organizations fall victim to breaches caused by
vulnerabilities within their supply chain’s network. In such cases, the malicious
actors exploit the security weaknesses in the supplier’s network, thereby gaining
unauthorized access to the organization’s systems. The Kaseya cyberattack is an
example of this type of breach, where attackers utilized a vulnerability to infiltrate
over 1,000 organizations [56] .

The third type of supply chain risk refers to organizations being compromised
due to reliance on and vulnerability present within the third-party product or ser-
vice used in their own operations. A notable example of this type of risk is the
Log4j vulnerability in 2021, which exposed weaknesses in widely adopted software
[56] .

In our research study, we specifically focus on the aforementioned supply chain
risk. Our primary concern revolves around the dependence and resilience of the
CSPM tool, which, if exploited, could leave us vulnerable to future attacks. Such
exploitation could grant unauthorized access to our systems and data, emphasizing
the importance of addressing supply chain risks in our context.
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Chapter 3

Literature Review

This chapter presents literature review related to the thesis topic.

CSPMS tools are a relatively new technology that have recently gained atten-
tion due to their effective ability to identify and mitigate security risks in cloud
environments. Therefore, there is a research gap concerning the examination of
supply chain risks specifically associated with these tools.

The research methodology involved utilizing databases like Google Scholar and
IEEE Xplore to gather relevant articles. The search criteria were refined to include
only peer-reviewed articles and conference proceedings, while excluding non-peer-
reviewed articles and those older than 10 years. Specific search terms related to
”Least Privilege in Cloud Computing”, ”Supply chain risks in Cloud Computing,”
”Supply chain risks in CSPM tools,” and ”Least privilege in CSPM tools” were
employed to ensure recent and credible sources were included. A total of 19 papers
were collected, and after a narrowing down process, 9 papers were selected for
further analysis. Due to time limitations, a structured literature review was not
employed.

3.1 CSPMS

In a recent study conducted by Bulut and Hwang, they introduced NL2Vul, a
framework that utilizes deep neural networks and transfer learning to automate
vulnerability assessment in cloud security posture management (CSPM) [8]. The
objective of the framework is to minimize human intervention and provide an au-
tomated approach to vulnerability assessment. By leveraging natural language
processing techniques and transfer learning, NL2Vul predicts vulnerability scores,
improving the efficiency of CSPM processes. The evaluation of the framework
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demonstrated its effectiveness in accurately predicting the severity of vulnerability
descriptions. It is important to note that while the paper discusses various aspects
of CSPM, it does not specifically address the topic of supply chain risks associated
with CSPM tools, which is the focus of our thesis.

3.2 Least Privilege

In recent years, several approaches have been proposed to address the challenges
of implementing least privilege in CC environments. For instance, Puyang et al.
(56) presented LPCloud, a framework that minimizes the privileges of cloud ad-
ministrators using an algorithm based on API call dependencies to mitigate insider
threats. LPCloud included a Policy Generator service and Policy Enforcer com-
ponent for policy production and enforcement, respectively.

Similarly, Sanders & Yue [19, 57] conducted two studies focusing on mitigat-
ing the over- and under-privilege assignment issues in cloud environments. One
study introduced a rule mining algorithm that generated least privilege in ABAC
policies while minimizing the assignment errors [19]. The other study presented
two frameworks to reduce the over- and under-privilege in cloud services [57]. The
effectiveness of these approaches was evaluated with real-world datasets, although
further research was suggested to enhance the accuracy from the study in 2018.
The practical implementation of over and under-privilege detection is implemented
in cloud services such as AWS Access Advisor and recommender by Google cloud
platform (GCP).

In the context of smart homes, Goutam et al. [58] developed Hestia, a system
designed to generate least privilege network policies to mitigate the risk of compro-
mise. The system was evaluated on 40 smart home devices and showed its effec-
tiveness in reducing the attack surface while maintaining usability. Additionally,
Rastogi et al. [59] presented CIMPLIFIER, a tool that enforces privilege separa-
tion and least privilege principle in container-based applications such as Docker, by
eliminating unnecessary resources. Evaluation of the tool on real-world container
applications demonstrated its capability image size while preserving functionality.

To address the challenges associated with detecting least privilege on IaC tem-
plates, Shimizu & Kanuka [60] developed a test-based algorithm that automates
the process. The algorithm generates the least privilege based on the results of the
tests conducted. The effectiveness of this approach was evaluated using real-world
IaC templates. The findings demonstrated its ability to effectively detect the least
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privilege.

While the literature reviewed focuses on the implementation and effectiveness
of the least privilege principle in cloud and container environments, to the best
of our knowledge there is no current study that aims to investigate supply chain
risks associated with CSPMS tools.

3.3 Supply chain risks

Two studies have examined risk mitigation in supply chain management but their
focus and relevance to CSPMSs differ. Akinrolabu et. al.[61] introduced a quanti-
tative risk assessment model called CSCCRA, which evaluates risks faced by CSPs
based on existing standards and methodologies. They applied the model to a Cus-
tomer Relationship Management (CRM) application and presented the risk value
in dollar terms for cost-effective risk mitigation [61] .

On the other hand, Mani et al. [62] explored the potential of big data analytics
to reduce social risks in the manufacturing supply chain and achieve sustainability.
Their case study demonstrated that big data analytics can mitigate risks related to
environmental and social factors. While the papers provided discuss supply chain
risks in the context of CC, they focus on different aspects of risk assessment and
mitigation that may not relate to supply chain risks associated with CSPMSs.

Another relevant paper is the one by Razaque et al. [63] which provides a
survey of privacy preservation models for third-party auditor tools (TPAs) in CC.
The authors highlight the importance of TPAs in ensuring data integrity and
confidentiality in the cloud but also discuss the trust issues of TPAs and the
security risks that they can pose to data owners due to their access to sensitive
data. To address these risks, they proposed secure multi-party computation-based
and differential privacy-based models, that limit TPAs’ data access and require
collaboration data verification. However, while this paper addresses the role of
TPAs in CC, it does not directly relate to the investigation of supply chain risks
associated with CSPMS tools.
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Chapter 4

Methodology

This chapter presents the research methodology used in the study and outlines the
technologies and tools utilized to establish the experimental environment for the
thesis.

4.1 Research Methodology and Objectives

A well-defined research methodology is crucial for ensuring the collection and anal-
ysis of data in a study. A robust research methodology not only ensures the validity
and reliability of the study’s findings but also guides the researcher throughout the
process. The three main approaches to research are qualitative, quantitative, and
mixed methods [64].

Qualitative research involves exploring the subjective experiences of individu-
als or groups, through methods such as interviews, observations, ethnography, or
case studies [64].

Quantitative research, on the other hand, focuses on the collection and anal-
ysis of numerical data through surveys and experiments. Surveys utilize struc-
tured questionnaires, such as multiple-choice questions, to gather information on
a specific topic or issue from a representative sample of the target population. In
contrast, experimental approaches involve manipulating variables to observe their
effect on an desired outcome.

Lastly, mixed methods research combines both qualitative and quantitative ap-
proaches to provide a comprehensive understanding of the research topic [64].

For the thesis, the primary objectives are: 1) analysis the supply chain risks
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associated with the default permissions in CSPMS tools; 2) assess whether the
existing CSPMS tools deploy over-privileged permissions to conduct their security
scans; and 3) explore the use of the PoLP access to mitigate the potential supply
chain risks these tools may pose.

To address these objectives, a quantitative research method utilizing exper-
iments will be utilized. The experiment will involve creating a private cloud
environment to establish a controlled test environment for data collection and
analysis. Additionally, two Amazon Elastic Compute Cloud (EC2) instances will
be deployed in the cloud in order to simulate a real-world scenario.

After establishing our private cloud and deploying two EC2 instances, we will
proceed to select three CSPMS tools for the evaluation of their default permissions.
In addition to that, we will examine whether these tools deploy over-privileged
permissions for conducting their scans and whether it is possible to reduce these
permissions without affecting their capabilities.

This comprehensive analysis will enable us to gain insights into the initial risk
levels associated with the default permissions used by CSPMS tools. By examining
the extent of over-privileged permissions and exploring possibilities for permission
reduction, we aim to identify potential contribution of the CSPM tools to supply
chain risks. The findings from this analysis will provide valuable insights into the
risk levels posed by default permissions in CSPMS tools and inform the develop-
ment of strategies to mitigate these risks effectively.

4.2 Tools

This section presents the tools used in the research study:

• Ubuntu 20.04.2 LTS
• Amazon Web Services (AWS) cloud platform
• CloudSploit
• Prowler
• Scoutsuite
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4.3 Test Environment

This section provides an overview of the selected CSPMS tools and their respec-
tive default permissions. It will be followed by a high-level description of the cloud
environment implemented for the assessment.

4.3.1 CSPMS tools

The selection process for the CSPMS tools in this study was conducted meticu-
lously to ensure alignment with the research objectives. Considering the limita-
tions in terms of time and resources, three prominent open-source CSPMSs will
be evaluated: CloudSploit, Prowler, and Scoutsuite. These tools are chosen based
on their proven effectiveness and widespread adoption within the industry. Addi-
tionally, the decision to prioritize open source solutions brings several advantages
such as cost-efficiency, a huge community for support and collaboration, and cus-
tomization options [65].

To ensure accurate evaluation and comparison, separate AWS accounts will
be created for each CSPMS tool. This will involve accessing the IAM console and
managing IAM user accounts. Dedicated user accounts will be established for each
tool, specifically for the scanning process. The necessary default policies will be at-
tached to their respective user accounts to grant the required permissions for their
functionality. This approach will ensure distinct and controlled environments, fa-
cilitating reliable experimentation and assessment. By maintaining isolation, the
research outcomes are enhanced in terms of accuracy and reliability. After creat-
ing the user accounts in AWS, the tools will be deployed and assessed on Ubuntu
server.

Table 4.1 below provides an overview of the default permissions required by
each CSPMS tool. The table shows that all tools utilize the SecurityAudit policy.
Prowler adds the ViewOnlyAccess policy and Scoutsuite utilizes the ReadOnlyAc-
cess policy. Additionally, CloudSploit requires an additional customer managed
policy, CloudSploitSupplemental.
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Table 4.1: The table shows the policies required for each of the CSPMS tools to
perform its scans

CloudSploit Prowler Scoutsuite
AWS managed policy SecurityAudit SecurityAudit SecurityAudit

N/A ViewOnlyAcess ReadOnlyAccess
Customer policy CloudSploitSupplemental Optional Optional

In Table 4.2 below, a concise description is provided for each of the policies.
The SecurityAudit policy is designed to grant read access to security configuration
metadata. On the other hand, the ViewOnlyAccess policy provides permissions
for viewing resources and basic metadata across all AWS services. Lastly, the
ReadOnlyAccess policy is specifically designed to provide read-only access to AWS
services and resources [66, 67, 68].

Table 4.2: Policies utilized by the CSPMS tools and a brief policy description on
each of them

Policy name Policy Description
SecurityAudit Grants read access to security configuration metadata
ViewOnlyAccess Grants permissions to view resources and basic metadata

across all AWS services.
ReadOnlyAccess Provides read-only access to AWS services and resources.

4.3.2 Amazon Web Services

This chapter provides a high-level overview of the cloud test environment utilized
in AWS cloud platform.

Cloud test environment

The assessment’s cloud test environment will be hosted on AWS cloud platform,
which is recognized as the world’s leading cloud platform offering a wide range of
services and resources. AWS is chosen for its robustness, scalability, and compre-
hensive service offerings, making it an ideal choice for simulating a realistic cloud
environment [45]. Figure 4.1 below provides a high-level overview of the created
cloud infrastructure for the assessment.
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In order to establish secure connections between the cloud resources and ex-
ternal network resources while preventing unauthorized access, a virtual private
cloud (VPC) will be implemented.

Then two subnets will be created created within the VPC: a public and a
private subnet. The public subnet will be designed to allow public accessibility
through an internet gateway and routing table, while the private subnet remains
accessible only within the VPC, ensuring enhanced security.

Following the creation and configuration of the VPC and subnets, two EC2
instances will be deployed within the respective subnets. One EC2 instance will
be deployed in the public subnet, while the other EC2 instance will be deployed
in the private subnet. This setup is commonly referred to as a bastion host, where
the public instance serves as the entry point for accessing the private network from
outside the VPC. Implementing a bastion host is a recommended security practice
that effectively reduces the attack surface.

Figure 4.1: The figure illustrates a high level of the experimental test environment
created in AWS. Figure created by author

For detailed instructions and configuration steps of the lab environment, in-
cluding the setup of the Virtual Private Cloud (VPC), Elastic Compute Cloud
(EC2) instances, and other relevant components, please refer to the Appendix sec-
tion. The Appendix provides comprehensive instructions and screenshots to guide
you through each component’s setup process mentioned in this section. Following
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these instructions will enable you to accurately replicate the lab environment for
your own testing and experimentation needs.

4.4 Experiments

This section presents the experiment phases conducted as part of the study.

4.4.1 Experiment 1

The first experiment in the study will aim to identify the potential supply chain
risks associated with the default permissions in CSPMS tools. This will involve a
thorough analysis and examination of each policy’s default permissions assigned
to the CSPMS tools. The specific list of permissions utilized by each CSPMS tools
can be viewed in Table 4.1. Additionally, in Table 4.2, we can observe that the
policies heavily rely on read-only access permissions. The implications of these
read-only access permissions will be thoroughly examined during the experiment.
The objective is to understand the potential risks and consequences that arise from
granting such permissions to CSPMS tools in terms of supply chain security.

4.4.2 Experiment 2

The second experiment in this study will focus on investigating whether the CSPMS
tools deployed over-privileged permissions to perform their scans of cloud environ-
ments. To conduct this experiment, scans will be performed multiple times a day,
and the access patterns of these tools will be tracked using AWS Access Advisor.
As described in section 2.5, Access Advisor is a service provided by AWS that
enables users to track and log the access patterns of IAM entities, thus providing
valuable insight into the permissions that were utilized and those that remained
unused.

By carefully analyzing the results obtained from Access Advisor and comparing
them with the scanning outcomes of the CSPMS tools, it was possible to determine
whether the tools deployed permissions that exceeded what was actually necessary.
This investigation aimed to identify any instances of over-privileged permissions,
where the tools were granted more access than required for conducting their scans.

34



4.4.3 Experiment 3

The final experiment of this study will aim to assess the capability of the CSPMS
tools to perform their scans effectively with reduced permissions. To achieve this,
inline policies will be created, which establish a direct and strict one-to-one re-
lationship with the entities involved. These new inline policies will be designed
to include only the permissions needed to scan what is provisioned in the cloud
environment. The objective is to test whether the CSPMS tools could effectively
conduct their scanning’s effectively with these limited permissions.
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Chapter 5

Results and Discussion

This chapter presents the results obtained from the experiments and analysis on
the results.

The first experiment results will show the supply chain risks associated with
the default permissions required for running the CSPMS tools. The second ex-
periment results will present the excessive permissions upon which CSPMS tools
rely on for conducting their assessments. Lastly, the final experiment results will
show the outcomes achieved by reducing the permissions of CSPMS tools while
ensuring their continued effectiveness in performing assessments.

5.1 Experiment 1: Supply chain risks associated

with default permissions

This subsection will first present the results of the analysis of the default permis-
sions required by all three CSPMS tools: CloudSploit, Prowler, and Scoutsuite.
It is followed by a discussion on the potential supply chain risks associated with
these permissions.

Supply chain risks, as stated in section 2.6, refers to the potential harm or com-
promise that arises from suppliers or third-party vendors [69]. These risks stem
from vulnerabilities associated with the products, services, software applications,
or hardware provided by these external entities. In our context, we aim to inves-
tigate whether the third-party tools or service, which in this case are the CSPMS
tools (CloudSploit, Prowler, and Scoutsuite), pose supply chain risks. Specifically,
we aim to determine whether the default permissions granted to these tools can
potentially lead to supply chain risk when deployed in cloud platforms.
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5.1.1 Results

The examination of access permissions used by the CSPMS tool revealed the com-
mon utilization of AWS managed policies, as shown in Table 4.1. A concise de-
scription into each policy is given in Table 4.2.

Among the examined tools, the SecurityAudit policy was consistently utilized,
granting access to over 450 services through the inclusion of wildcard (*) char-
acters. Figure 5.1 below illustrates a subset of these permissions for reference
purposes.

In addition to SecurityAudit, Scoutsuite deployed the ReadOnlyAccess policy,
and Prowler made use of the ViewOnlyAccess policy, both of which employed
wildcards as well, as shown in Figure 5.2 and Figure 5.3.

Figure 5.1: illustrates the SecurityAudit policy utilized by all CSPMS tools.
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Figure 5.2: illustrates the ReadOnlyAccess policy used by Scoutsuite.
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Figure 5.3: illustrates the ViewOnlyAccess policy used in Prowler.

5.1.2 Discussion

All three examined tools rely on AWS managed policies. These policies provide
pre-defined permission sets, offering convenience and reducing the likelihood of
errors compared to custom policies. However, upon examining these policies, we
find that they do not fully align with the PoLP, which is crucial for mitigating
supply chain risks [38].

The analysis reveals that the utilization of AWS managed policies for read-only
access permissions may by default present inherent risks. Notably, the ReadOnly-
Access policy, where extensive access to data storage and database services such as
Amazon S3 and DynamoDB was given. Similar concerns arise with the other two
policies, namely SecurityAudit and ViewOnlyAccess. These observations give rise
to apprehensions since these tools have the potential to gather and store sensitive
information either locally or on third-party SaaS platforms. Consequently, this
exposes organizations to unauthorized access and risks associated with the supply
chain, particularly in instances where the tool is compromised or a malicious in-
sider intends to exploit them for malicious purposes.
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Furthermore, the ReadOnlyAccess policy grants access to Amazon S3, a widely
used object storage service for data storage and retrieval. Developers commonly
utilize S3 buckets to store various files, including terraform state files. These state
files contain sensitive information about the state of the managed infrastructure
and may contain sensitive data like access keys, and secret keys. Figure 5.4 il-
lustrates that the policy enables access to the s3:Get* service, again the use of
wildcard is evident there. This means access to all services within the S3:Get
service, including the S3:GetObject service. This service allows users to retrieve
and download objects from an S3 buck to local environment. Thus, by granting
the CSPMS tools to such unrestricted read access to S3 bucket introduces sig-
nificant supply chain risks. This can potentially lead to unauthorized access to
sensitive data either through third-party compromise or malicious insider within
the CSPMS.

Similarly, the provision of access permissions to DynamoDB services as shown
in Figure 5.5, particularly DynamoDB:Get*, raises significant concerns. DynamoDB
is commonly used in systems such as e-commerce shops to store sensitive data,
including customer details like addresses, phone numbers, and credit card infor-
mation. Breaching access permissions to DynamoDB can lead to unauthorized
access and data breaches, jeopardizing the privacy and security of individuals.

Moreover, the presence of wildcards in these policies grants access permissions
to all resources within the services. While beneficial for specific service scans,
providing access to all service resources is unnecessary and introduces potential
supply chain risks if exploited as described above.

40



Figure 5.4: illustrates a snippet of permissions from the ReadOnlyAccess policy
utilized by Prowler. Permission s3:Get* grants access to s3 bucket.
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Figure 5.5: illustrates a snippet of permissions from the ReadOnlyAccess policy
utilized by Prowler.

5.2 Experiment 2: Do the CSPM tools rely on

over-privileged permissions

This subsection will first present the results of our investigation into whether the
existing CSPMS tools deploy over-privileged permissions to perform their scans
on cloud environments. Subsequently, a discussion will be provided to evaluate
whether these tools adhere to the PoLP or not.

As explained in section 2.3, the PoLP advocates granting the minimum nec-
essary permissions required to complete a task, considering anything beyond as
over-privileged [38]. In our analysis, we focus on examining whether the permis-
sions assigned to the CSPMS tools align with this principle. If they deviate from
it, we can conclude that they are over-privileged in nature.
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5.2.1 Results

The section presents the results obtained from the report generated by AWS Access
Advisor. As described in section 2.5, AWS Access Advisor is a service designed
to track and log the access patterns of IAM entities. Its purpose is to identify
the frequently accessed resources and permissions as well as those that have never
been utilized. Essentially, it provides an auditing mechanism for permissions.

To provide an overview of the findings, we present Table 5.1 below, which
outlines the number of services that were not accessed by the three specific CSPMS
tools. The table reveals that CloudSploit had 55 unaccused services, Prowler had
99 unaccused services, and Scoutsuite had 225 unaccused services

Table 5.1: Presents the tools that were not accessed during the scanning period of
the tools

CSPMS tools Policies utilized Services not used
CloudSplout SecurityAudit 55 services

CloudSploitSupplemental
Prowler SecurityAudit 99 services

ViewOnlyAccess
ScourSuite SecurityAudit 255 services

ReadOnlyAccess
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5.2.2 Discussion

The analysis conducted using Access Advisor has revealed interesting findings.
Table 5.1 presents the results, showcasing the number of unused services for each
CSPMS tool. Specifically, CloudSploit had 55 unused services, Prowler had 99
unused services, and Scoutsuite had 225 unused services.

To better understand the significance of these unaccessed services, it is im-
portant to explore their relationship with the associated permissions. For further
insights, let’s shift our attention to Figure 5.6 below which provides a valuable
glimpse into the services that were not accessed during the scanning period. The
Access Advisor report on the SecurityAudit policy highlights notable services such
as Amazon Cloud Directory, Cloud9, and CloudHSM that remained unaccessed.

To gain a more comprehensive understanding of the permissions tied to these
services, we can refer to Figure 5.7. Within this figure, we can observe that Cloud9
possesses access permissions for two services, Cloud Directory has access permis-
sions for one service, and CloudHSM holds access permissions for three services.
This detailed breakdown offers a clearer picture of the permissions associated with
each unaccessed service.

Figure 5.6: illustrates the Access Advisor report from the SecurityAudit policy
showing the services that were not accessed during the scanning period of the
CSPMS tool.
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Figure 5.7: illustrates the permissions each service utilizes in the policyr.

Considering the SecurityAudit policy where 55 services were not accessed, it
becomes crucial to recognize that these unaccessed services encompass a significant
number of permissions that were not utilized. This observation does not aligns with
the PoLP, which advocates granting only the minimum necessary permissions to
perform a specific task. It is crucial to acknowledge that each additional permission
introduces a potential liability, and over-privilege can lead to various security risks.

For instance, users with excessive permissions, such as managers and admin-
istrators, are at a higher risk of credential compromise. Additionally, the misuse
of privileges, whether intentional or unintentional, can create potential security
threats.

45



5.3 Experiment 3: Reduced permissions

This subchapter presents the results of an analysis which aimed at determining
whether the permissions granted to CSPMS tools can be reduced while still main-
taining their effectiveness in conducting security scans.

5.3.1 Result

The primary object of this experiment was to assess the feasibility of reducing the
permissions of the CSPMS tools’ while ensuring their ability to perform effective
scans of the targeted services.

The experiment involved the creation and deployment of an incline policy spe-
cific to each CSPMS tools, with a focus on limiting permissions to EC2 instances.
Prior to implementing the inline policies, default policies were removed to pave
the way for a streamlined permission structure. The inline policy was designed
to grant permissions exclusively for scanning the services relevant to the cloud
environment, particularly the EC2 instances.

Figure 5.8 below provides an overview of the permissions included in the inline
policy, for CloudSploit. The figure demonstrates that the policy was designed to
grant scanning and accessing permissions exclusively for the EC2 service. Subse-
quently, figure 19 displays the results obtained after implementing the new inline
policy, showcasing the outcomes achieved with the reduced overall permissions.
Additionally, figure 20 illustrates the report obtained from Access Advisor.
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5.3.2 Discussion

The experiment’s findings reveal the possibility of reducing the permissions of
CSPMS tools without compromising their scanning capabilities. his was achieved
by implementing inline policies specific to each tool, with a focus on limited per-
missions for EC2 instances.

The analysis as shown in figure 5.10 confirms the effective implementation of
the inline policy in granting permissions exclusively for the EC2 service. This
targeted approach ensured that the CSPMS tools focused their scanning efforts on
the relevant services, thereby mitigating unnecessary access to unrelated resources.
The scanning results, as shown in Figure 5.9, demonstrate the effectiveness of the
reduced permissions. The CSPMS tools were able to scan the intended services,
validating their ability to conduct comprehensive security assessments with the
limited permissions granted by the inline policy.

The results obtained from Access Advisor further support the experiment’s
findings. As illustrated in Figure 20, the report indicates that the CSPMS tools
successfully reduced their permissions while maintaining their scanning capabili-
ties. This alignment between the inline policy’s granted permissions and actual
usage patterns highlights the potential for optimizing permissions according to the
principle of least privilege. By reducing unnecessary permissions, CSPMS tools
can enhance security and compliance without compromising their scanning effec-
tiveness.

The consistent results observed across all CSPMS tools further strengthen the
validity of the experiment’s findings. The successful reduction of permissions with-
out sacrificing the effectiveness of security scans highlights the potential for en-
hancing security posture by implementing fine-grained permissions.

However, it is important to note that this experiment focused on a specific set
of services and the EC2 instances in the cloud environment. Further research is
required to explore the applicability of this approach to a wider range of services
and cloud configurations. Additionally, considerations should be given to potential
trade-offs between security and convenience, as reducing permissions may impact
certain functionalities or user experiences.
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Figure 5.8: The figure shows a restricted permission version where only EC2 in-
stances are scanned in CloudSploit.
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Figure 5.9: The figure illustrates the scanning process in Ubuntu after the permis-
sions of CloudSploit have been reduced.
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Figure 5.10: lThe figure displays the Access Advisor report after effectively re-
ducing the permissions.
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Chapter 6

Conclusion and Future Work

CSPMS tools have emerged as a novel technology renowned for their effectiveness
in identifying misconfigurations, ensuring cloud compliance, and providing real-
time risk monitoring capabilities in cloud environments. Thereby, enhancing the
overall cloud security posture management. Despite their significance, the existing
literature on CSPMS tools remains limited, prompting this research to fill the gap
by conducting experiments, analyses, and investigations into the supply chain risks
associated with these tools.

The research study aimed to address three main objectives. Firstly, it sought
to identify whether the default permissions assigned to the CSPMS tools intro-
duced any supply chain risks. Secondly, it aimed to assess whether these tools
relied on over-privileged permissions to carry out their assessments. Lastly, the
study aimed to explore the possibility of reducing the permissions granted to the
tools while still maintaining their ability to perform their assessments effectively,
aligning with the PoLP.

The findings of the research shed light on potential supply chain risks stem-
ming from default permissions. Notably, the use of policy wildcards and AWS
managed policies deviated from the PoLP, which is crucial in mitigating supply
chain risks. Furthermore, the analysis revealed the presences of the s3:Get* in
the ReadOnlyAccess policy, particularly the s3:GetObject permission that grants
users the ability to read and retrieve data. This raised concerns about the poten-
tial risks associated with unauthorized access to these permissions.

Additionally, the study uncovered that CSPMS tools relied on over-privileged
default permissions. However, when the permissions were reduced, the tools still
demonstrated the capability to conduct successful audit scans, ensuring effective
risk monitoring and compliance assessment.
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The research findings open several interesting directions for future research.
One potential area is the development of an auto-discovery service. This service
would perform a preliminary scan of the cloud environment prior to conducting its
audit scanning. This service would allow CSPMS tools to dynamically adjust their
permissions based on the identified resources and services within the environment.

Another potential research direction involves the integration of a graphical
user interface (GUI) within CSPMS tools, enabling users to define their local en-
vironment and deployment by selecting the specific resources and services present.
Based on this information, the CSPMS tool would automatically generate the
necessary permissions required for scanning the designated resources and services.
This approach would provide clients and CSPMS vendors with improved manage-
ment capabilities and enhanced control, allowing for customization of permission
levels and scanning comprehensiveness. By implementing adaptive approaches like
these, the risk of over-audit scanning can be mitigated while still adhering to the
PoLP, thereby increasing the overall efficiency of compliance and security assur-
ance.

In conclusion, this study addresses the knowledge gap surrounding CSPMS
tools and their associated risks. By uncovering potential supply chain risks, iden-
tifying over-privileged permissions, and proposing strategies for permission reduc-
tion, this research contributes to the advancement of CSPMS technology. Further-
more, the proposed direction for future research, such as the development of an
auto-discovery service, presents opportunities for further exploration and refine-
ment in this evolving field.
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 Part 1: AWS - Lab environment VPC setup 
1. Creating the virtual private cloud (VPC) in AWS console 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



2. Setting up the public & private subnets 

 

 



 

 

 

 

 

 



3. Creating Internet gateway & Routing table 

 

 



 

 

 

 



 

 



 

 



 

 



 

 

 

 

 

 

 

 



4. Enabling IPv4 on the public subnet 

 

 



Part 2: AWS - Lab environment EC2 setup 

 

 



 

 

  



Part 3: CSPMSs setup 

1. CloudSploit setup in AWS 

 

 



 

 



 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



2. Scoutsuite in AWS 

 

 

 



3. Prowler 
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