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Abstract

In this thesis we cover underwater ROVs open Wi-Fi access attacks,
threats and vulnerabilities using ethical hacking techniques between
passive and active information gathering. The information gathered is
then compared to the STRIDE model, along with the OWASP 2021 Top
10 list, concluding with an assessment of risk analysis based on the
CVSS(Common Vulnerability Scoring System) scores. Chasing Dory and
a ROV model with similar topology are used in this project for threat
modelling, hydrodynamic and hydrostatic analyses demonstrated with
ANSYS, Simulink and Matlab software tools. The PID tuning model used
for the ROV model is a simple PID controller based on a continuous time
domain transfer function.
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Chapter 1

Introduction

Marine robots today are often used to conduct high risk underwater oper-
ations to gather specific data measurements, such as the temperature and
salinity of the water, or the speed and direction of currents on unexplored
ocean areas. Marine robots can conduct these experiments by either being
remotely operated or autonomously controlled [28]. In other sea environ-
ments, such as the oil and gas industry, we also find use of underwater ro-
bots, but more often operating with the mission to decrease the amount of
dangerous, dirty or dull operations from humans, and increase data qual-
ity collection [21]. As from the consumer end point, most affordable mar-
ine robots are more likely to be designed for exploration purposes, where
users mainly use their underwater robots for collecting items at sea shore,
documenting sea diving experiences or other sea related activities that sat-
isfy sea enthusiasts. On the underwater drone forum one can usually find
many of these shared sea experiences, ranging from underwater drone re-
views provided by some of the globally known underwater drones com-
panies such as Chasing Innovation, QYSEA and Blue Eye Robotics among
the other less known, to guides on disassembling, modifying or repairing
underwater ROVs [2].

Chasing Innovation is a technology company based in Shenzhen that
develops and manufactures portable remotely operated and unmanned un-
derwater vehicles, each with its own model design and specifications. All
of Chasing’s ROVs are able to dive deep underwater and perform simple
to high demanding exploration missions(i.e Chasing M2) or data collec-
tion(i.e. Chasing F1). For our project we have been fortunate to be provided
with Chasing Dory, the most affordable drone from their products, which
comes with a 1 hour run time and can dive down to 15 meters underwater.
While for instance in [6], we find the only case where Chasing Dory along
with Chasing M2 are used to monitor the underwater sea environment
to, gather, analyze and transmit data using a defined architecture model
based-on edge computing. The edge IoUT architecture operates with Un-
derwater Wireless Sensor Networks that use autonomous driven models
to reduce energy consumption, monitoring and searching of data, while
the Switch Device Network increases their ability to scale. i.e increase data



storage. Figure 1.1 shows the setup process of a search and monitoring
case. However, more relevant research in the marine robotics field where
use of Chasing Dory or other Chasing underwater drones seems to be lim-
ited.
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Figure 1.1: From [6], shows the data gathered from Underwater Smart
Sensors to the ROVs, the ROVs are linked to the Software Defined
Network(SDN) switches, where transmission of motion maneuvering and
data collection are exchanged. The data gathered then is transmitted to the
SDN controller with transmission link to the data storage.

As modern robotics keep growing across every field, especially in
the marine environment, more online applications, services and software
are included as drivers of the social and economic development. Most
affordable drones whether they are designed for sea-, air- or ground-
environments make use of open WiFi access to allow simple connections,
and to establish easy communication when offering real-time data trans-
mission, including remote or autonomous control. This leads to the funda-
mental importance of secure WiFi connections, which companies and end-
users can exploit to avoid possible threats, vulnerabilities or attacks to pre-
vent halt of production process, bad user experience or critical underwater
operations. Safe communication and maneuvering of marine robotics en-
tails reliable control and navigation, security protocols, and human inter-
action safety, which for instance opens possibilities to execute missions on
large ships where finding corrosion, cracks and other serious problems can
easily become difficult to perform underwater by humans. For instance in
[13], a provided remotely controlled underwater drone via WIFI with the
name SIR(ship inspector robot), is a lightweight robot with four magnetic
wheels that can navigate on the bottom of a ship and execute the previously



named operations much more safe and effective.

In addition to operation and communication layers, reliable navigation
and control must be approved and tested from the modeling and simu-
lation phases. In modeling and simulation, software related experiments
are conducted to understand the underwater robot systems behavior and
give insights on possible model optimizations to produce a well function-
ing prototype. After the development process, ROVs are released for con-
sumers and others to purchase and use. In most cases, we find ROVs used
in the off-shore industry, i.e subsea pipeline structures constructions, ship
recovery missions, naval mine hunting, fisheries science and other applica-
tions, where their durability, financial use, and safety, can with confidence
replace human divers. For any tasks involving manipulation and man-
euverability in offshore operations, ROVs usually come as the best cost-
effective platform [21].



Part1

The project



In this project the initial problem statement was to demonstrate if it
was possible to access Chasing Dory ‘s video transmission, position and
navigation log files, to further use to create an alternative navigation and
control system to run in python. In order to do this we followed an
ethical reverse engineering process, where we would inspect Dory’s Wi-Fi
properties, attempt pen. tests(penetration tests) and writing of a python
script that covers the communication protocols and control navigation
functions. Due to the difficulty, amount of progress and time limit given,
we redefined our problem statement to one that could fit within the time
limit left and also allow opportunity of running tests and simulations. With
that in mind, we chose to have our second part of this thesis contain a
motion behavior analysis of an ROV using a simple PID control system. In
Chapter 2 we present literature background on kinematics of ROV, use of
PID controllers and fundamentals of OSI model, which are necessary for
understanding use of ethical hacking techniques. In Chapter 3 we present
the methodology of the mathematical modelling and threat analysis behind
the ROV. Chapters 4 and 5 include the obtained results from code design,
simulation design and PID tuning, which is followed by the discussion on
the obtained results and conclusions section for further work.



Chapter 2

Literature Review

The literature section covers basic theory and background information
about the different technologies used in order to understand the methodo-
logy of motion, control and ethical hacking analyses, in section 2.1, 2.2, 2,3
and 2.4, respectively. The presented theory and equations are derived from
The Handbook of Marine Craft and Motion Control(2011) by Fossen [16].

2.1 ROV in general

Remotely underwater vehicles are usually known as ROVs and in some
cases can be called unmanned vehicles controlled with the help of a
tether. The tether, commonly referred to as an umbilical cord, maintains
communication of information between a computer device and the ROV.
The tether also provides electrical power, however other power solutions
such as batteries are occasionally used in small ROVs instead. Initially,
ROVs were developed mainly by the US military in the 1960s for recovery
operations. While in the 1970s, development of ROVs started taking notice
in the offshore oil and gas industry. Ever since, research, academics,
and marine agriculture ROVs have increased in numbers, as well as
functionality. Typical sensors and tools for industrial scale ROVs for
instances we see consist of IMUs, positioning systems, depth sensors,
magnetometers, cameras and in some cases robotic manipulators [30].

2.1.1 Kinematics

In the study of ROV dynamics, analysis of forces can be divided into two
categories, the kinematics part where geometrical aspects of motions are
treated, and the kinetics, where forces creating the motion are analyzed.
The general marine craft of motions in 6-DOF according to Fossen [16], the
handbook of marine craft hydrodynamics and motion control (2011):

i =Jo(17)v 2.1)

M@+C(U>U+D(U>v+g(17) +g0 = T+Twind+Twave (2-2)



where in equation (2.1) has 7 = [i172]T representing position (177 =
[x,,2]T) and orientation (17, = [¢, 0, ¢]") in Euler angles in the North-East-
Down(NED) frame. v = [v112]" = [u,0,w, p,q,7]T representing the linear
and angular velocities in the BODY frame. And Jy(#) is the Euler rotation
transformation matrix from the Body frame to NED frame.

In equation (2.2) M = Mgp + M, € R6*6 corresponds to the inertia
mass matrix, of the rigid body and added mass respectively. The Coriolis
and centripetal are represented by C(v) = Crg(v) + Ca(v) € R®*®, and
the linear and quadratic damping coefficients due to the surrounding fluid
are denoted by D(v) € R®*®. g() + go € R® represents the gravitational
and buoyancy vector. The generalized vector due to hydrodynamics and
hydrostatic forces are represented by 7, and the environmental forces are
represented by T,i,g and Twave, Which are typically negligible below 10m
[16].

For sea crafts moving in 6DOF, 6 independent coordinates are mandat-
ory to determine the orientation and position. The first 3 coordinates, in-
cluding their time derivatives, specify the position and translational mo-
tions along the x, y and z axes, while the last 3 coordinates(¢, 8, ¢) define
the orientation and rotational motions. These six different motion variables
are often described as surge, sway, heave, roll, pitch and yaw.[16]. As seen
in figure (2.1) and the SNAME(1950) notation in table 2.1.
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Figure 2.1: 6DOF velocities u, v, w, p, q, and r in the body-fixed reference
frame b=(x, Yp, 2p)-

2.1.2 Reference frames

When conducting the motion of an underwater craft in 6DOF, it is
important to describe an earth-centered frame and/or a geographic



reference frame. The Geocentric(earth central inertial) coordinate system
{i}= (xi,yi,zi) is an inertial coordinate system used for terrestrial navigation,
a non accelerating reference coordinate system to which the Newtons laws
of motion apply. The origin is at the center o; of the earth and its axis is
as shown in figure (2.2). The Fixed-Earth Geocentric(Earth-centered Earth-
fixed), reference frame {e}= (x,,y.,z.) with has o, as the fixed origin at the
center of earth, but the axis rotated with respect to the Earth center inertial
frame in space. The angular speed of rotation is w, = 7.2921x10(~>)rad/s.
For marine vessels moving at relatively low speeds, the earth’s rotation is
negligible. For drifting marine vessels however, the earth’s rotation should
not be ignored [16].

Table 2.1: The SNAME(1950) notation for marine crafts taken from [18].

DOF Forces and mo- | Linear and angu- || Position and
ments lar velocites Euler angles

1 motions in the x || X u X

direction(surge)

2motionsinthey || Y \% y

direction(sway)

3 motionsinthez | Z w z

direction(heave)

4 rotations || K p ¢

about the x

axis(roll,heel)

5 rotations || M q 6

about the

axis(pitch,trim)

6 rotations about || N T Y

the z axis(yaw)
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Figure 2.2: From [16], shows the Geocentric Earth fixed(ECEF) coordinate
system x,,Y.,z, rotating at the angular rate w, relative to the geocentric
inertial (ECI) frame x;,y;,z; fixed in space.

The Geographic reference frame addressed in this paper refer to the
North-East-Down(NED) coordinate system {n} = (x,, ¥, z,) with its origin
defined with respect to Earths reference ellipsoid WGS84 (Word Geodetic
System, 1984). This coordinate system is usually one often implemented
in hydrodynamics and hydrostatic problems, whether it is from sea related
tasks, to air or ground. The NED reference frame is a tangential plane to
the earth’s surface moving with the sea vessel, with the x axis pointing to-
wards the true North, the y axis points towards East, while z axis points
downwards normal to the Earth’s surface. The location of the coordinate
system {n} relative to Earths coordinate system {e} is chosen by using two
angles L and yu that denote the longitude and latitude values, respectively.
For a sea vessel moving in a local area, with an approximate constant lon-
gitude and latitude, a tangential Earth-fixed plane on the surface can be
utilized for navigation(Flat Earth navigation). For flat earth navigation one
can assume that {n} is inertial, such that a craft or an object in motion re-
mains in motion, while a craft at rest remains motionless unless acted upon
by external force, where Newton’s laws apply [16].

The body-fixed reference frame b = (x, yp, zp) with origin o, is defined
as a coordinate frame in motion fixed to the sea vessel. The position and ori-
entation of the vessel are formulated relative to the inertia reference frame,
approximately extracted from the earths {e} and north-east-down {n} co-
ordinate system for sea vessel, respectively, while the linear and angular
vectors of the vessel are expressed in the body-fixed coordinate system {b}.
The origin o0y is often determined to be concurrent with a point midships in
the water line. This point is be denoted as CO as seen in figure (2.3). For
a sea vessel, the body axes xj, i, and z; are determined to match with the



principal axes of inertia, and are defined by [16]:

xp — longitudinal axis(directed in positive rear direction and negative front
direction)

yp — transversal axis(from center of Dory to right direction)

z, —normal axis(directed in positive bottom direction and negative top dir-
ection)

while the body-fixed reference points with respect to CO are defined as:
CG - Gravity center

CB - Buoyancy center
CF - Flotation center( located a distance LCF from CO in the x-direction)

Figure 2.3: Body-fixed reference points.

2.1.3 Transformations between Body and NED

In a rotation matrix R we denote RZ as a matrix between two reference

frames a and b, while also as an element in the special orthogonal group
with order 3, SO(3):

SO(3) = {R | R € R¥** R => orthogonal,and detR = 1} (2.3)

which implies that R is orthogonal, i.e the dot product of the rotation
matrix and its inverse rotation matrix correspond to an identity matrix,
consequently making the inverse rotation matrix to be given by R~* = RT.
In navigation, control and guidance, an often-used rotation matrix Rj
between north-east-down frame {n} and body-fixed frame {b} when de-
rived, make use skew symmetry of a matrix, cross-product operator, simple
rotation and Euler’s theorem on rotation properties [16]. For a skew-
symmetry matrix S € SS(n), which is the set of skew-symmetric matrices of
order n, is defined to be skew-symmetrical if :

§=-¢T (2.4)

10



Thus implying that the non-diagonal variables of S satisfy s;;
—sji for i # j, while the diagonal variables equal to zero. While a vec-
tor cross-product operator (x) is defined by:

Axa:=S(A)a (2.5)

where for example S € SS(3) is defined as

0 —As As A
SAM=-STA\)=| A3 0 —-M|, A=]| A (2.6)
A A O As

A simple rotation is referred to as the motion of a rigid body relative
to a reference frame A or the motion of the same rigid body relative to a
reference frame B [16].

a Xa

Ya F,

Za

Figure 2.4: Simple rotation motion represented with reference frames A
and B.

Based on the simple rotation definition, Euler also stated in (Euler, 1776)
from [16], that the rotation theorem of two reference frames or rigid bodies,
where every change in the relative vector orientation of reference frames
A and B, or two rigid bodies, can be created applying use of a simple ro-
tation of B in A. So while assuming we have a vector in the body-fixed
frame and a vector in the north-east-down frame, with the unit vector
A = [A,A2,A3]T,A = 1, parallel to the axis of rotation and B the angle
the north-east-down frame is rotated, the rotation is thus expressed by:

Ry p = I +sin(B)S(A) + [1 — cos(B)]S*(A) (2.7)

where I3,3 is the identity matrix and S (A) is the skew symmetric matrix
as defined in (2.4). When addressing Euler angle transformation equations,

11



Euler angles roll(¢), pitch(f) and yaw(i) are added and are possible to use
when decomposing the fixed BODY frames velocity vector v% in the north-

east-down frame, by letting R} (©,;,) : S — SO (3) denote the Euler angle
rotation matrix with the argument ©,;, = [¢, 6, ¢]" [16].

2.1.4 Gravity and buoyancy of submerged vehicles

For a submerged craft, gravitational and buoyancy forces are determined
by the volume space of the occupied fluid, the area of the water plane, the
water planes associated moments and the center of buoyancy. In hydro-
static terminology, gravitational and buoyancy forces are referred to as the
restoring forces. While considering a submarine as seen in figure(2.5), the
gravitational pull force fé’ will act through the center gravity(CG) defined
by the vector rg = [xq,Yq,2¢]" with respect to center origin(CO). In similar
ways, the buoyancy pull force f} will act through the center buoyancy(CB)
by the defined vector rZ = [xb, Yy, 25T where both vectors refer to the ref-

erence point CO of the body-fixed frame [16].

Nij z
'

e ———

o

Figure 2.5: Restoring forces(gravity and buoyancy) that act on the
CG(center gravity) and CB(center buoyancy) of Dory.

In a case where we let the mass of a submerged vehicle be m underwa-
ter, the volume of occupied fluid by the vehicle be V, the acceleration of
gravity pointing downwards(positive) g and the water density p. The sub-
merged vehicle weight of the body and buoyancy force according to the
SNAME(1950) notation seen in table 2.1 can be written as:

W =mg, B = pgV (2.8)

Since the forces acting in the vertical plane of {n} upon the submerged
vehicle, we assume that:

0 0
fe = [ 0 ] and  fg = {0 ] (2.9)
14 B

While considering that the z axis is pointing positive downwards such
that the gravity is positive and the buoyancy is negative. By implementing
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the equation result from Euler angle transformation, the weight and buoy-
ancy force can be denoted in the body-fixed frame {b} by:

fo =R (6) " f (2.10)

fo=R!(0,) " f} (2.11)

where R}(6,;) is the Euler angle coordinate transformation matrix
defined by the orientation unit vectors of the vehicles rigid body relation-
ship to the body-fixed frame and the north-east-down frame. According
to our specified coordinate system, the buoyancy, and gravitational forces
and moments fib and mlb = r?x fib, ie{g, b} are expressed as:

g(n)z—[fi]

m;

g R (0.0) ' (f)+£1)
rixfy +riafy roxRY (8,) " 1+ rhaRY (8,0) " £

When designing underwater vehicles it is convenient to have a slightly
greater buoyancy than the weight of the submerged vessel(B >W :posit-
ive buoyancy) so that the vessel will naturally rise to the surface in case of
an emergency situation, for instance power or engine failure. If the vessel
happens to be designed so that B >> W, too much control energy is then
required to keep the vehicle underwater [16].

fo+ 1y ]:

] (2.12)

2.1.5 Motion control

As mentioned previously in section 2.1.3, a motion control system is
built upon three main non-dependent blocks, written as the guidance,
navigation and control systems. These systems co-operate with each other
through transmission of signals and data as seen in figure(2.6), where of
a traditional sea craft is using autonomous navigation with a guidance
system, operating based on alternative estimated positions and velocities.
In more advanced guidance, navigation and control systems such as[23], its
common to find tightly joined(coupled) or even control systems designed
by one block. From an industrial perspective, tight and loose coupling
is seen on as an indicator between high performance and modularity of
component design. Although regardless of the differences, most advanced
GNC blocks are often represented with three interconnected subsystems
according to [16].
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Figure 2.6: From [16], shows a simple guidance, navigation and control
block simulation model.

Guidance, is a block in a system that continuously computes the de-
sired position, velocity and acceleration of a marine vessel usually denoted
to as the reference, and is used by the motion control system. The naviga-
tion data is often shared to a human operator operating with a navigation
system. The fundamental values and devices of guidance system corres-
pond of motion sensors, current speed and direction, and external data
such as temperature, wind speed and direction, wave height and slope, op-
erated through a computer. The computers task is to store and compute
the given values, then send the result output to the motion control system.
While in more advanced systems, optimization techniques and algorithms
are implemented to plot the optimal path or trajectory for the sea vessel to
trace and follow. Some known feature optimization techniques could be
fuel consumption optimization, minimum time turning, weather passage
planning, path planning(with collision avoidance), coordinated control for
a fleet of robots and synchronization [16].

Navigation, is the block involved in directing a vessel by computing
its position, course and distance values traveled. In some systems the re-
quired velocity and acceleration can as well be computed. The method
implemented to perform the navigation task utilizes usually a global nav-
igation satellite system(GNSS) co-operating together with mounted motion
sensors, i.e accelerometers and gyroscopes [16].

The control block is used to determine the actual forces and moments
needed by the vessel for it to maneuver as desired from the control object-
ive. The block can also be referred to as motion control, where the desired
control objective is usually obtained from the guidance system. For in-
stance, known control objectives include minimization of energy, set-point
regulation, path-tracking, trajectory-following and steering control. When
building such a control model, often its design involves feedback and feed-
forward systems, where the outputs from the navigation system, position,
velocity and acceleration are inserted as inputs in the feedback control sys-
tem, while the feedforward control system is parametrized using signals
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obtained in the guidance system and perhaps other external sensors [16].

2.1.6 PID-controllers

The control design model in its simplest form is utilized to determine stored
parameter constant gains for a proportional, integral, derivative(PID) con-
troller, which in the testing phase are implemented to create an optimal
design of the motion control system. The PID regulator itsself requires two
states, where one is defined for the integrator and one for the low-pass filter
used to limit noise amplification. An exampled where common use of PID
is observed is in Dynamic positioning(DP) systems. Dynamic positioning
entails the capability of a vessel to orient its self on any point in a three di-
mensional defined coordinate system, using an integration of a variety of
functions for motion and guidance systems through the mounted thrusters
and propellers. Since the 1960s, Dynamic positioning systems have been
available commercially for marine vessels, where the first DP systems were
often designed using conventional PID regulators in conjunction with low-
pass and/or notch filters to control the wave induced motion components.
An example where use of a PID system for an underwater vehicle can usu-
ally consists of a control system that function based on a feedback control
system providing the needed data to track the desired yaw angle ¢ (d) with
the yaw moment(T},) as the output [16].

Upper-level

control
Propeller Desired control

steering steering /7 N

) Steering
angle |, Reference angle () angle ROV model
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Brake
il e pressure
distribution
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ROV velocity, uaw rate,
slideslip angle...

Figure 2.7: From [27], shows diagram of two-level yaw moment and
propeller steering controller, where B; is the minimum side-slip angle of
the body, and 7 is the desired yaw rate.

2.2 OSI Model

For computer systems and devices to communicate and share information
interoperably, the Open System Interconnection(OSI) model is made of use.
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The model was provided by the International Organization for Standard-
ization(ISO) and defined in 1984, and became a way of subdividing a sys-
tems communication process into smaller layers. The layers consist of the
application layer(7th), which provides users the ability to log on a system
with a storage, where users can access files, retrieve and manage them, this
includes forwarding of emails [26].

__Human-computer interaction layer, where
APPLICATION LAYER applications can access the network services

Figure 2.8: From [10], shows Layer 7.

The presentation layer(6th), is responsible for the translation of data
received from the application layer(7), as the session layer(5th) provides
users the ability to establish, maintain, synchronize and terminate sessions
between end-user applications [26].

__ Ensures that data is in a usable format and is

PRESENTATION LAYER where data encryption occurs

Figure 2.9: From [10], shows Layer 6.

__Maintains connections and is responsible for

SESSION LAYER controlling ports and sessions

Figure 2.10: From [10], shows Layer 5.

The transport layer(4th) is responsible for transparent data transmis-
sion between end-users and reliable transmission to the upper layers(5, 6
and 7), by receiving data from the session layer and dividing it into smaller
fractions to further send to the network layer[26].

__Transmits data using transmission protocols
ARANSEORTEAER including TCP and UDP

!

Figure 2.11: From [10], shows Layer 4.

The network layer(3rd) plays part in the transferring of data packets
back and forth between different networks as part of the internet[26].
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NETWORK LAYER H — Decides which physical path the data will take

Figure 2.12: From [10], shows Layer 3.

While the last two layers, the data link layer(2nd) moves data into and
out of the physical layer in a network, and the physical layer(1st) allows for
connection between two or more physical objects[26].

DATALINK LAYER n — Defines the format of data on the network

Figure 2.13: From [10], shows Layer 2.

PHYSICAL LAYER ’ — Transmits raw bit stream over the physical medium

Figure 2.14: From [10], shows Layer 1.

2.2.1 TCP/IP and UDP

The internet protocol(IP) operates at the 3rd layer of the OSI model and
is responsible for addressing and routing data packets to enable travel-
ing between networks and arrive at the right destination. Once the IP is
found the transmission control protocol(TCP) operating at the 4th layer of
the OSI model, collects and reassembles data packets while ensuring re-
liable transmission of data. The packet format of the IP packet consists
of an IP header and an IP data, where the TCP segment placed along the
header contains information on the source port number, destination port
number and checksum and the data segment. The transmission process of
the TCP/IP packets begins by establishing a connection using a three-way
handshake where the first device or a computer acting as a client sends
a SYN(i.e. synchronize?) packet to start the connection, and the second
device or computer acting as a server sends back a SYN/ACK. The client
computer then replies with an ACK(i.e. acknowledge!) to finish the hand-
shake and establish a connection [26].

The user datagram protocol(UDP) also operates at the transport layer(4)
and is a much simpler alternative to TCP, however it provides unreliable
connection between hosts as there are no guarantees for delivering the
packets, but allows for speed and multi-casting. Similar to the TCDP, its
packet format that is sent over IP contains a header and data frames in
the UDP segment with information on the source port number, destination
port number, segment length and checksum [26].
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Figure 2.15: From [20], shows TCP/IP and UDP communication process.

2.2.2 WIFI(802.11)

At the data link layer(2) and physical layer(1) we have the IEEE 802.11
standard for wireless area networks(WLAN) which is a part of the fam-
ily of standards IEEE 802, a collection set that covers physical and data link
specifications for technologies such as Ethernet, which include local area
networks(LAN) and metropolitan area networks(MAN). The IEEE 802.11
standard uses various bands of frequencies depending on the protocol
type(n,g,b,a and ac), ranging from 2.4 GHz up to 5.9 GHz, where each fre-
quency band is divided into a multitude of channels. Countries follow their
own regulations when applying the allowable channels, allowed users and
maximum power levels within the frequency ranges. In Japan the use of
14 channels is permitted in the 2.4GHz band, while countries like Spain
supposedly started with only use of channels 10 and 11. Europe and Asia
allow channels 1 through 13. North America and some central and south
American countries allow channels 1 through 11. Channels 1, 6, and 11
were previously the non-overlapping channels, but with the new 802.11g
standard channels 1, 5, 9 and 13 are now the non-overlapping ones [32].

2.4 GHz (802.11b/g/n)

2 3 4 5 e T (] # m " 12 13 14 channel
:4|2 ?-ﬂ 42 242? ?433 43 244 2-14 45 24-5? 2462 ?40 ,‘_4: z-mc ..... Fagueney

TNV,

22 MHz

Graphical representation of 2.4 GHz band channels overlapping

Figure 2.16: From [17], shows graphical representation of 2.4 GHz band
channels overlapping.

2.2.3 ARP

Also at the link layer(2) the address resolution protocol(ARP) is a procedure
that occurs when connecting an ever-changing Internet Protocol (IP)
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address to a fixed physical machine address, also known as a media access
control( MAC) address, in a local area network (LAN). As IP and MAC
addresses often differ in length, a translation using the ARP process is
needed so that systems can recognize one another. Today most IP addresses
used are from the IPv4 which is 32 bits long, while MAC addresses are 48
bits long. At the link layer, ARP helps translate the 32 bit-address to 48 bits
including the other way [32].

2.3 WEPWPA, WPA2/WPA3

To protect wireless connections, WIFI security measures are taken at the
data link layer (2) where we have use of different encryption standards,
WEP, WPA,WPA2 and WPA3. Wi-Fi protected Access(WPA) was an im-
provement developed by the Wi-Fi alliance to allow better data encryption
and user authentication opposed to the Wired Equivalent Privacy(WEP).
WEP was the original WiFi security standard and was an attempt at wire-
less protection. The goal was to implement security to wireless networks
by encrypting data, making the data unrecognizable from unauthorized
systems point of view, however, allowing authorized systems to be able to
recognize and decrypt the data. The WPA that came after it was introduced
in 2003. It shared a lot of similarities with WEP but came with improved
solutions on use of security keys and the way users are authorized. As
WEP allows each authorized system to have the same key, WPA provides
the temporal key integrity protocol(TKIP), which dynamically updates the
key authorized systems use. Which in turn prevents intruders from cre-
ating their own encryption key to match the one used by the secured net-
work. WPA2 which was introduced in 2004 was an upgrade of WPA. WPA
is based on robust security network(RSN) mechanism which operates on
pre-shared key (WPA2-PSK), basically the wifi passphrase for access and
usually used in home environments, or enterprise mode(WPA-EAP) which
is more used in organizational or business environments. WPA3 is the third
version of the Wi-Fi protected access protocol, introduced in 2018 and came
with new features for both personal and enterprise use. Mainly individual
data encryption, simultaneous authentication of protocols, and stronger
brute force attack protection [32].
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Figure 2.17: From [9], shows timeline of deployment between WEP, WPA,
WPA2/WPA3.

2.4 Kali Linux

Kali Linux which is formerly known as BackTrack Linux and is an open
source, Debian-based Linux operating system(OS) designed to undertake
advanced penetration testing and security auditing. Kali Linux contains
several tools available for many kinds of information security tasks, such
as wireshark, nmap and aircrack-ng which are used in the threat modelling
section (3.3.3) in this paper. The multi platform solution is accessible and
free to information security professionals and hobbyists [32].
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Chapter 3

Methodology

3.1 Chasing Dory

For this project the provided Chasing Dory ROV is used for our experi-
ments. It is a small compact drone with five thrusters and can explore,
take photographs, record videos, including video transmission online. The
drone can be maneuvered up and down vertically and can rotate +/-45
degrees. Dory can dive dive up to 50 meters and has a high definition cam-
era(1) for shooting photos and videos. The drone is simple to operate and
it comes at a travel size. It has led lights(2) facing towards in the v axis. In
the front top of the ROV is the flash light(3), the two vertical propellers(4)
and six vent holes(5) above them. The back top of the ROV has mounted
two vertical propeller with one horizontal propeller in between them. The
tether cable interface(6) allows for connection between the drone and the
phone device. The phone used is a HUWAEi PRO 30 and accesses Dory via
Wi-Fi using the Chasing GO2 app found on Google store. The underwa-
ter robot also comes with a Wi-Fi buoy that has TransFlash(TF) for memory
and GPS for ROV tracking. The drones has 8 states of navigation consisting
of acsending, descending, left turn, right turn, forward, backward, lower-
ing the head and lifting the head.
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Figure 3.1: Chasing Dory drone components, 1. Camera, 2. Led Lights,
3. Flash light, 4. Thrusters, 5. Drain hole/vent hole, 6. Tether/charging
socket.
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Figure 3.2: Chasing GO2 application interface guide from Chasing Dory’s
introduction manual.
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3.2 ROV Mathematic Model

3.2.1 Dynamic Model

When implementing the dynamic modeling of equations of the ROV, we
present the basic design of an assumed ROV similar to Chasing Dory. Dory
has an open frame structure where with model dimensions of 0.247 m long,
0.188 m wide and 0.092 m high are obtained from the Dory’s manual. It has
a dry weight of 1.1 kg and operates at a maximum depth of 15 m. The tasks
Dory is mainly designed for are of diving, fishing, taking underwater pho-
tography or yatching. Chasing Dory has five thrusters input for six degree
of freedom(DOF)(surge, sway, heave, roll, pitch and yaw velocities). The
ROV is mounted with four vertical thrusters for heave directions, and one
horizontal thruster for surge directions. Roll, pitch and yaw motions are
passive and are obtained through maneuvering a selection of thrusters at a
time. The ROV also has a package of sensors for IMU(position, velocities
and compass), depth and temperature measurements. Prior to modeling
the ROV, the following assumptions are made when deriving the general
dynamic equations:

a) The ROV is a rigid body and is fully submerged once in water;

b) Water is assumed to be ideal fluid that is in-compressible, friction-less
and irrotational;

¢) The ROV is slow moving for operation such as underwater exploration;
d) The earth-fixed frame of reference is inertial;

e) Disturbance due to wave excitation is neglected as it is fully submerged;
f) Tether dynamics attached to the ROV are not modeled.

Earth-Fixed coordinate Frame

(#)

Body-Fixed coordinate Frame v

Figure 3.3: Body-fixed coordinate of the ROV with respect to the earth-fixed
coordinate frame.
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Figure 3.4: ROV placement with respect to earth-fixed coordinate, where
COB(-0.12m) and COG(0.15m) placements on z-axis and the ROV remains
in center for y- and x-axis.

The ROV dimensions due to restricted possibility of collecting Chasing
Dory’s hydrodynamic and hydrostatic properties through free decay tests,
where chosen according to Minerva’s tested and sampled dimensions from
[8]. We upscale Dory’s volume to be 0.49m3, however maintain its weight
of 1.1kg in the simulations.

Table 3.1: ROV modified simulation values.

ROV defined conditions and dimensions.
Field Value

Gravity 9.8070 m/s

Density 1025 kgm®
Buoyancy(COB) [0,0,-0.12] m
Gravity(COG) [0,0,0.15] m

Propeller  Dia- || [0.19,0.22,0.22,0.22,0.22]
meter m

Volume 0.49 m?

Mass 1.1kg

The ROV model is modeled by a six-degree-of-freedom nonlinear sys-
tem of first order differential motion equations, which can mathematically
represent the linear and angular velocities of the ROV under given adjus-
ted initial conditions. The state of the vehicle is described using two frames
seen in figure (3.3), one is the inertial frame(terrestial frame), the other is the
local-body frame whose origin coincides with the center of gravity of the
vehicle, and the main axis of the steering, surge, sway and heave [8]. For
marine vessel it is common that the six degrees of freedom are defined by
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the following vectors:

- = [ o 1 ]T = [ Xy z | ¢ 0 ¢ ]T : position and orienta-
tion (Euler angles) in inertia frame;

T T ..
-v=[vi o] =[u v w p q r] :linear and angular velo-
cities in body-fixed frame;

-t=[1n w ]T =[w 1 & 1% T Ty |: forcesand moments
acting on the vehicle in body-fixed frame.

The dynamic equations of the rigid-body ROV are represented in the
fixed frame of the body, because the driving forces and the measuring
devices are intuitively linked to this frame of the body [8]. Using New-
ton’s method, the motion of a rigid boy at the origin with respect to the
body frame as seen in figure (3.3), is given by:

MgpV + Crp(V) = T 3.1)

where Mgp € 91%*6 represents the mass-inertia matrix and Cgg(v) €
2RO expresses the Coriolis and centripetal matrix. The mass inertia matrix
given in (1) can be written as:

m 0 0 0 mzg —myg |
0 m 0 —mzg 0 mxg
0 0 m myg —mxg 0
Mgp = 3.2
mzg 0 —mxg —lyx I —Iy;
L _myG me 0 _sz _Izy IZ i

The Coriolis and centripetal terms, describing the angular motion of the
ROV can be expressed as:

03x3 Ciz(v) }
C = 3.3
(V) —Cl(v) Cxn(v) (33)
with
m(ycq+zgr) —m(xgq—w) —m(xgr+o)
Cp(v)=| —m(ygp+w) m(zgr+xgp) —m(ycr—u) (3.4)
—m(zgp —v) —m(zgq+u) m(xgp+yasq)
0 —lyg — Lep+ Ly Lyer+ Lyp — Lg
CZZ(V) == Iyzq + Ipr - IZT’ 0 _Ixzr — Ixyq —‘I— pr
—lyr — Lyyp+ Iyg  Leer + Lyq — Lep 0
(3.5)

The external force and moment vectors T include the hydrodynamic
forces and moments caused by the damping and inertia of the surround-
ing fluid, called added mass, and the restoring forces and moments. These
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forces and moments tend to stop the motion of the ROV, and the restoring
forces that depend on vehicle speed and acceleration are expressed in the
body [8]. The mathematical model of the underwater vehicle can be repres-
ented by nonlinear motion equations in matrix form, with respect to a local
tixed frame of reference:

Mo+ C(v)v+D(v)v+g(y) =1 (3.6)
i =J(m)v 3.7)

wherev = [ vi v, ]T =[u v wpagqgr ]Tis the body-fixed ve-
locity vector, rigid body inertia matrix and additional mass. g(y) € R° are
the gravity and buoyancy vectors. C(v) = Cgrp(v) + Ca(v) € R®® is the
Coriolis and centripetal matrix of the rigid body and added mass separ-
ately. D(v) = Dy + Dq(v) € R%*® corresponds to linear and quadratic
damping matrices. The input force and moment vectors T = Tu € R°
combines the thrusts output vector u = Fru € R with the thruster config-
uration matrix T € R®*°, where Fr € :°*° defines the dynamics of each
thruster that converts the input voltage command u € 9%° into thrust that
/pushes/propels the vehicle. J (#,) is the Euler transformation matrix [8],
which brings the inertia frame aligned with the body frame:

) = | 110 o ) (3.9)

—s(0 c(0)s(¢) 0)c(¢
(3.9)
é s(p)t(8) c()t(0)
Jo (1) = igg;) f&fpﬁ”) (3.10)

The term g(#) is used to describe gravity and buoyancy vectors which
are imposed on the ROV in water. Gravity and buoyancy are functions
of direction and independent of the vehicles movement. When fully sub-
merged, the ROV buoyancy is equal to the weight of the water displaced,
i.e B = pgV, where p is the density of the fluid and V is the volume dis-
placed by the underwater ROV [8]. In the fixed coordinate system of the
body, the restoring force vector becomes :

(W —B)sin®
—(W — B) cosfsin¢
—(W — B) cosf cos ¢
gln) = | _ (ygW — ygB) cos 0 cos ¢ + (zgW — zpB) cos 0 sin ¢
(zcW — zgB) sin@ + (xgW — xpB) cos 0 cos ¢
— (x¢gW — xgB) cossin¢ — (ygW — ypB) sin6

(3.11)
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Simplified buoyancy and hydrodynamic gravity damping calculation
matrix, g(7) is obtained using the following design rules. ROV achieves
neutral buoyancy by adding additional float or trim. The lifting mass, due
to the gravity of the weight of the ROV, is assumed equal to buoyancy, i.e
W = B, while additional placed mass on top of ROV leads to the XY co-
ordinates of the center of buoyancy to coincide with the XY coordinates of
the center of gravity [8], thatis xg = xg = 0,y = yp = 0, rewriting equa-
tion (3.11) to :

0
0
_ 0
g(1) = (zg —zp) W cos@sin ¢ (3.12)
(zg — zp) Wsin6
0

3.2.2 Hydrodynamic Coefficients

In the vehicle equations of motion (3.6) and (3.7), the external force and
torque(moment), such as hydrodynamic resistance(drag), actuator thrust
and dynamically increasing mass(added mass) forces are described accord-
ingly to match the vehicle’s hydrodynamic coefficients. These coefficients
are expressed as the shape of the hydrodynamic derivative fits SNAME
notation(1950). For example, the axial quadratic resistance(drag) can be
modeled as [8]:

1
X=- <2pCdA> ulul = Xy ulul (3.13)

this means that the derivative of drag in the thrust direction with respect to
ulu| is:
0X 1
Xyl = =7~ = —zpChA 3.14
1| a(u|u|) 2P d ( )

Since the ROV model used is symmetric with respect to the XZ plane
and is nearly symmetric with respect to the YZ plane, we assume that the
thrust, roll, pitch and yaw motions are decoupled [8]. Despite the asym-
metry about the XY plane, thrust and heave motions are considered to be
decoupled because the vehicle essentially operates at relatively low speeds
where coupling effects are negligible. With this assumption, the resist-
ance(drag) matrix in (3.6) becomes :

D = Dy = — diag { Xy, Yo, Zw, Ky, My, N; } (3.15)

The relationship between fluid dynamics and torque, and acceleration
can be expressed in terms of added mass. For example, if there is an accel-
eration # in the direction of X, the hydrodynamic force X produced by this
motion can be given as follows: X = X1, where X; = 0X/0du is the hy-
drodynamic derivative. Off-diagonal elements in M have less impact on
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underwater vehicles than diagonal elements. For most low-speed under-
water vehicles, these off-diagonal terms are usually ignored [8]. Therefore,
M simplifies to the diagonal form as follows:

My = — diag { Xy, Yo, Za, Kp, Mg, N, } (3.16)

The minus sign denoted in M, is due to the pressure on the ROV, that
tends to impede vehicle motion. The real mass (or rigid body mass) and
the virtual additional mass lie at the origin on both sides of the equation;
one is the rigid body property, and the other is related to the force(pressure)
the vehicle experiences when the real mass "subtracts" the virtual mass. In
most degrees of freedom, the net effect has a larger apparent mass, so the
virtual mass is " additional mass". Since the off diagonal elements of M4
are ignored, the corresponding centripetal additive mass Coriolis matrix
C4(v) becomes|8]:

0 0 0 0 —wa Y{;’(J
0 0 0 Zypw 0 —Xyu
0 0 0 —Yyv X;u 0
Calv) 0 ~Zyw Yoo 0  —Ny Mg (3-17)
wa 0 —qu Npr 0 —Kpp
L —Yzﬂ) X;Ll 0 —qu Kpp 0

3.3 Ethical Hacking

The method used for inspection and gathering of data is ethical hacking,
which from a general perspective is seen upon as a malicious activity.
Many government agencies, private companies and critical network
infrastructures have been victims of hacking attacks, and throughout the
years have raised the demand of Cyber security experts to assess the
damage caused by these attacks to help strengthen the security, necessary
to reduce vulnerabilities, as well as threat detection and defend against
potential attackers, usually referred to as Black Hats. Ethical hacking on the
other hand, or pen. testing(penetration testing), is the activity executed by
Cyber security specialists, usually known as White Hats. Ethical hacking
involves information gathering, threat modelling, categorization of attacks
and risk analysis on computer devices, network architectures, or other
components that utilizes concepts of the OSI model. These following
sections (3.3.1), (3.3.2), (3.3.3) and (3.3.4) present knowledge in these areas,
including use of it’s techniques. The tools used for ethical hacking are
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a phone(HUWAEI P30) and a Windows PC Laptop dual booted with
Kali-Linux OS, where Wireshark, NMAP and Aircrack-ng softwares are
used. Seen in figure (3.4) is the flowchart diagram of the activities and
information flow process when conducting ethical hacking.
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Figure 3.5: Architecture diagram of ethical hacking process.

3.3.1 Overview of 802 protocol and encryption

In this section we assess some fundamental steps of scanning networks
before the threat modelling section (3.3.2) of Chasing Dory’s wireless net-
work. We begin by doing a light internet(managed network) detection
on our computer device using Kali-Linux terminal. In a managed net-
work are Access Points(AP) that could represent a router, computer or a
device that can be connected to wireless or via Ethernet cable access. The
device can be identified by an ESSID(Extended Service Set Identification)
variable, which means the identifying name on the network(wireless og
through Ethernet cable). To access an Access Point, a command provided
by iwlist < interface > can be ran into linux terminal, where iwlist spe-
cifies Wi-Fi property, and scanning functions shows cell details of the in-
terface. To do a general interface status check, the command iwcon fig can
instead be run as seen in figure (3.6).
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File Actions Edit View Help

File Actions Edit View Help

Figure 3.6: Network scanning commands iwlist on the left, and iwconfig
on the right, give information about the providing wlan0 network
we are connected to, with the name Get-2G-93CB4(ESSID), the Access
Point(D0:6E:DE:93:4C:B9), IEEE version 802.11(802.11i/WPA2) and using
channel 11.

To access the packet frames being sent between networks, we can also
make use of aircrack-ng’s scanning tool "airmon-ng"(further illustrated in
threat modelling section (3.3.2)). By running the command we obtain in-
formation on networks operating in range that are identified by unique
MAC addresses(i.e. the Access Points). A MAC address, contains 48 bit
of 6 pair hexadecimal numbers(00:23:1F:2D:34:E1). As observed from the
previous figure (3.6), we found our Internet’s AP using linux terminal com-
mands, including some information on the encryption type used(WPA Ver-
sion 1) and other. The encryption in most cases works based of the Open
System Authentication(OSA) process to increase security. The process con-
sists of a computer device attempting to connect by requesting authentica-
tion from nearby AP, which it waits for to respond with an "OK" message,
when received the AP follows that with an association message containing
the chosen encryption type(WPA,WPA2/WPA3).
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How Open System Authentication works

Figure 3.7: From [25], show steps involved in the OSA process.

In our case where WPA /WPA2 is used, a following association message
by the name of EAPOL(Extensible Authentication Protocol), a more secure
alternative to the OSA protocol from the 802 standard, goes through a
more complex handshake process unlike the OSA process, between the
connecting device and the AP, where the connecting device must share
right EAPOL responses to the EAPOL requests sent by the AP to establish
connection. In addition, there is RADIUS device responsible for the
authentication of users as seen in figure (3.8) [11].

Supplicant Authenticator RADIUS

E4APoL I RADIUS
1. EAPOL-Start

2 EAP-Requestidentify

3a: EAP-Response/identify

3b: Radius-Access-Request

4a: Radius-Access-Chall

Sa: EAP-Responss

Sb: Radus-Access-Request

Y

£a: Radius-Access-Accept

6b: EAP-Success

|
|
|
]
4b: EAP-Request I i
|
|
|
|

ACCESS ALLOWED

7: Data Exchange

4
Y

8: EAPOL-Logoff

- I ACCESS BLOCKED
]
1

Figure 3.8: From [11], shows increase of complexity of authentication steps
that allows for more secure connections.

In other cases where WEP encryption is used, the Shared Key Authen-
tication message is used, this encryption however has been proved to be
flawed and is no longer recommended due to the small amount of time it
takes to decrypt as seen in figure(3.9) [29].
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Figure 3.9: From [5], shows simplicity of the SKA encryption.

Understanding use of Aircrack-ng

After a very brief overview of the 802.11 standard fundamentals we can
proceed to establish connection with the AP. In our case, the Wi-Fi buoy is
the AP we connect to through our computer operating with Kali Linux. We
insert the first commands using the aircrack-ng tool that list the amount of
data frames being sent and received, type of encryption, the channel oper-
ating and so on. The steps implemented in the scanning process contains
of first switching our wireless card from managed mode to monitor mode.
In monitor mode we enable listening to all wireless packets in range(for
Network Band: 2.4 GHz as seen in table 3.2). In managed mode we are
only able to listen to packets from our Wi-Fi provider and other physical
connected Ethernet interfaces. To view details on our Wi-Fi mode when
in managed mode we enter the command airmon — ng as seen in figure
(3.10).

oller: MEDIATEK Cor

1lax PCI Ex

Figure 3.10: airmon-ng command while still in managed mode.

We switch from managed mode to monitor mode by running
airmon — ng startwlan0 seen in figure (3.11), where "mon" is appended
to our "wlan(0" network, disabling our wireless network, while enabling
"listen/monitor" wireless card instead.
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Figure 3.11: airmon-ng start wlan0 command to activate monitor mode.

We view our Wi-Fi card by running airmon — ng seen in figure (3.12),
which shows the card switched to "wlanOmon" monitor.

80.0 Network controller: MEDIATEK Corp. MT7921 BB2.1lax PC|

Figure 3.12: airmon-ng command after switch to monitor mode.

To list out all networks in range from our Laptop, we run
airodump — ngwlanOmon as seen in figure(3.13).

Figure 3.13: airodump-ng wlanOmon to list AP in range we are able to listen
to.

What airodump-ng does is hop from channel to channel while listing
all APs it can receive frames from. As mentioned in literature review sec-
tion on the WIFI(802.11) protocol, channel 1 to 13 is the standard used in
Europe. The current channel we obtained from our search we observe in
the top left corner(channel 7) in figure (3.13) [4].

The upper data column listed by the airodump-ng command shows the
(BSSID), i.e the MAC address of the AP. (PWR), representing the signal
strength. (Beacons), which is the number of beacon frames received where
the more beacons received is an indicator to better quality. The (Data) row
gives information on the number of frames received. (CH), stands for chan-
nel the AP is operating on. (MB) stands for the maximum speed support
by the AP, which gives an indication on the the version of 802.11 used
based on the differing band-with lengths. (ENC) is the encryption type,
with (CIPHER) giving additional information of the Encryption version if
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any. (AUTH), shows the authentication used, while the (ESSID) is the net-
work name (can sometimes be hidden under value "<length: 0>") [4].

The lower data column also contains a range of similar tabs to the upper
column.The new tabs correspond to (STATION), which is the MAC address
of the client connected to the AP. (Rate) being the number of data pack-
ets sent by the client. (Lost) is the amount of packets list over the last 10
seconds. The (notes) gives additional information about the client such as
EAPOL or PMKID. While (probes) is the network names(ESSIDs) the client
has probed, meaning the networks the client is trying to connect to if it still
hasn’t established connection. [4]

3.3.2 Threat Modelling

The scope of the threat modelling process is done through sniffing, cap-
turing and analysis of packets between the communication medium of the
WIFI buoy tether connected to Chasing Dory. The implementation steps
consists of the identifying of assets through passive, semi-passive and act-
ive information gathering, where we collect as much information about the
ROV as we can.

Passive information gathering

In the passive information gathering step we search for data on Chas-
ing Dory obtained lightly from its introduction manual, phone application
and the physical drone. The manual lists the drones specifications, Buoy
specification, installation guide and connection credentials, i.e. password
to the wireless network. Table (3.2) showcases details found on Chasing
Dory’s Wi-Fi when connected to the drone via phone app(Chasing GO2).
In the app we have options to take pictures, recording videos and stream-
ing online. Inside the setting options reached by tapping >myself>settings,
we find access to Chasing Dory website, feedback link and supplementary
sensor data(Depth, IMU, GPS data) seen in figure(3.14) and (3.15).
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Table 3.2: Chasing Dory Internet access property details .

Figure 3.14: Calibration settings inside Chasing GO2 app while connected

to wifi buoy.

Chasing Dory Wi-Fi properties

SSID Dory44D878BA193
Protocol Wi-Fi (802.11n)
Security Type WPA2-Personal
Network Band 2.4 GHZ
Network Chan- || 6
nel
Link speed 11/144 (Mbps)
IPv4 address 192.168.1.21
Manufacturer Intel Corporation
Description Intel(R) Wi-Fi 6
AX200 160MHz
Driver version 22.10.0.7

Physical address
(MACQ)

B8-9A-2A-55-81-
92

ssh-version Dropbear  sshd
0.53(protocol 2.0)

Running Linux 4.X

OS CPE linux_kernel:4.4.2

OS details DD-WRT  v3.0
(Linux 4.4.2)

Calibration

Accelerometer

Sensor
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Gyroscope
Accelerometer

GPS tat[ NA | Lon
Eph[ NA Epv( N |

Fictype [ NA |

FLRIAE ol [ NA ] piteh[ NA

Figure 3.15: RAW IMU data accessed from Sensor tab from Calibration
settings.

Semi-passive information gathering

In the semi-passive information gathering approach, we use our avail-
able tools aircrack-ng, nmap and wireshark to collect more information
on the wireless protocol specification. We later find it to be defined
by IEEE 802.11n protocol. The SSID(Service Set Identifier), the name of
the wireless network is Dory44D878BA193B. From the table (3.2) done
from the passive gathering phase, we obtained some IP address cor-
responding to the WIFI buoy was 192.168.1.1 and 192.168.1.88, and the
IP used from our Laptop device was 192.168.1.20. The more devices
we connect to the buoy, the more IP addresses would get allocated, i.e.
192.168.1.21,x.x.x.22, x.x.x.23 and so on. Now that we have obtained the
IP address, we can search for ports/type of protocol used to transfer pack-
ets, issuing the command nmap 192.168.1.1/24 — sU for UDP port scans,
and nmap 192.168.1.1/24 — sT for TCP port scans. With this information
an exploiter could create simple scripts with socket programming that al-
low to connect to Dory and establish communication. Seen in figure (3.16)
and (3.17) are the UDP and TCP scans. Our laptop has the MAC-address
of (B8:9A:2A:55:81:92) with IP address(192.168.1.21), and the phone device
has MAC-address of (FC:AB:90:94:51:FB) with IP address(192.168.1.20),
where we connected the phone first before the laptop. Dory Wi-Fi Buoy
has MAC-address of (44:D8:78:BA:19:3B) with IP addresses 192.168.1.1 and
192.168.1.88.
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root@kali: ~

File Actions Edit View Help

UDP Scan Timing: About - done; H 137 (0:00:55 remaining)

Hos

Not show lose (port-un

PORT

67/udp open|filtered dhcps

69/ud 0 tftp

17533/u filtered unknown

MAC "e55s L A:19:3B (Hui Zhou G she a Technolo

Nmap scan report for

Nmap scan report for

Nmap
Host

Figure 3.16: UDP port IP scan with nmap.

root@kali: ~

File Actions Edit View Help

Nmap scan report for 192 w11

Host is up (©.@14s latency).

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

8@/tcp open http

MAC Address: 44:D8:78:BA:19:3B (Hui Zhou Gaoshengda Technology)

Nmap scan report for 192.168.1.20
Host is up (@.013s latenc

Not shown: 998 closed tcp ports (r
PORT STATE SERVICE

7000/tcp open afs3-fileserver
7002/tcp open afs3-prserver
MAC Address: FC:AB:90:94:51:FB (Huawei Technol

Nmap scan report for 192.168.1.88

Host is up (@.014s latency).

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

8@/tcp open http

MAC Address: 44:D8:78:BA:19:3B (Hui Zhou Gaoshengda Technology)

Nmap scan report for 192.168.1.21
Host is up (0.0000050s latency).
All 1000 scanned ports on 192.168.1.21 are in ignored states

Figure 3.17: TCP port IP scan with nmap.
Active information gathering

In the active information gathering, we proceed with identifying threats as
we use the OWASP top 10 list. The list contains previous known attacks
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and threats that we also compare against information previously gathered
from passive and semi-passive approaches.

There are three new categories, four categories with naming and scoping changes, and some consolidation in
the Top 10 for 2021.

2017 2021

\D1 Inject r AD1:2021-Broken Access Control

AD2:2017-Broken Authentication - » AD2:2021-Cryptographic Failures
AD3:2017-Sensitive Data Exposure . AD3:2021-Injection
AD4:2017-XML External Entities [XXE) ® (New) AD4:2021-Insecure Design
A05:2017-Broken Access Control ’ % M05:2021-Security Misconfiguration
AD6:2017-Security Misconfiguration __= AD6:2021-Vulnerable and Outdated Components
AD7:2017-Cross-Site Scripting (X55) * AD7:2021-Identification and Authentication Failures
ADB:2017-Insecure Deserialization {New) ADB:2021-Software and Data Integrity Failures
AD9:2017-Using Components with Known Vulnerabilities _ » AD9:2021-Security Logging and Monitoring Failures®
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-5erver-Side Request Forgery (SSRF)*

* From the Survey

Figure 3.18: From [31], shows the top 10 list of Wi-Fi security risks
updated from 2017 to 2021. Where the relevant categories for project
are broken access control, insecure design, insecure data transfer storage,
identification and authentication failures

In section 5, Discussion, we discuss the main comparisons made
between the OWASP Top 10 list, the STRIDE model used to categorize
threats, section (3.3.3), and risk analysis based on CVSS scores, section

(3.3.4).
3.3.3 Categorize threats

The Categorization threats sections consists of identifying threats with the
support of STRIDE and the previous mentioned vulnerabilities seen in the
table below.
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Threat Type Threat

Spoofing ¢ Connect to the drone using a default
password

¢ Brute force technique 1s not safe for weak
passwords

¢ ARP spoofing(man-in-the-middle)

¢GPS damage due to GPS spoofing

Tampering ¢ Injection of instructions to drones from
another access point other than the owner

¢ Exploitation of backdoors to access file
system

Information disclosure *  Gaining access to communication
between drone and the controller and
attain instructions and position
information

¢ Gaining access to camera and video
streams

¢ Gaining access to control logic that works
with information about device through
reverse engineering of the application
technology

Denial of service ¢ Sending attacks to prevent the controller
from communicating with the drone

¢  GPS damage due to GPS jamming

Elevation of privilege ¢ Access the operating system and enabling

root privileges of the drone

Figure 3.19: Table of stride where repudiation threat type is not included
due to lack knowledge of whether Dory has any form of malicious tracking
detection embedded via file systems.

3.3.4 Risk analysis

From the list of risk factors listed in the STRIDE table in figure(3.19), 5
threats selected for analysis can be attributed with respect to the scope
this thesis, which we based on the time constraint and their chances of
overcoming potential consequences. The Common Vulnerability Scoring
System(CVSS) is used to illustrate the vulnerability and impact of the
selected threats. The CVSS qualitative ratings are based on the CVSS scores.
0.1-3.9 are treated as low, 4.0-6.9 are treated as medium, 7.0-8.9 are treated
as high, while 9.0-10.0 are critical [4].
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# Threat QOwerall Impact Exploitability
1 Password crack 8.0 4.
Bypass the
password of the
drone’s network
Denial of Service | 8.3 3.
Jam the signal
between the
controller and the
user

3 ARP spoofing 7.4
Man-in-the-
middle attack
between the drone
and the controller
4 Injecting 7.0
instructions
Inject instructions
to control the
drone 1n flight
Intercept video 6.1 4.7 1.6
Access and
decode video data
stream between
drone and
controller

=l
(3]
Ln

[S¥]
Lh
(3]
Lh

Ln
[
Ln

M
M

1.6

Lh

Figure 3.20: CVSS(Common Vulnerability Scoring System table).

The matrix can show the potential and severity of use based on threats
received from the CVSS scores.

Probability Harm severity
Negligible Marginal Critical | Catastrophic
Certain
Likely Threat 2 Threat 3
Possible Threat 1 &
4
Unlikely Threat 5
Rare
Eliminated Eliminated
Severity colour mapping
Low Medium High Very high

Figure 3.21: Risk matrix table.
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Chapter 4

Results

41 (CFD) ANSYS-Fluent and ANSYS-AQWA simula-
tions
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Figure 4.1: Total pressure simulation of ROV in ANSYS Fluent, where the
underwater drone is captured in motion towards the z-axis around 13.5 kPa
covered in red, and -13.0 kPa in low covered in blue.

With a semi-predictive approach using a closed-tank environment in
ANSYS-Fluent as seen in figure (4.1), (4.2),(4.3) and (4.4), we are able to
determine the visual ROV’s motion active pressures and velocities.
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Ansys

2022 R1
STUDENT

Figure 4.2: Closed tank simulation of total pressure based on underwater
wave velocity in ANSYS Fluent.
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Figure 4.3: Open tank simulation of total pressure based on underwater
wave velocity in ANSYS Fluent.

MAnsys

2022 R1
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0.700 (m)

———1
0175 0.525

Figure 4.4: Velocity graph of Dory model in closed tank simulation.
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4.2 ROV thruster and dynamic in simulation

The models used to simulate the dynamics of the ROV are presented, which
include inertia, added mass models, Euler transform, Coriolis and centri-
petal forces, gravity and buoyancy, and damping and thruster models. The
latest version of MATLAB and Simulink is used to configure and imple-
ment the ROV dynamics model. The Simulink model is an orginal from
Enrico Ande who worked on the UUV dynamics modelling in Matlab and
Simulink in [1]. In the repository we find models on an uuv dynamics
and a rov thruster dynamics of the Minerav ROV from NTNU, rewrit-
ten for this project as the .c files(rov_dynamics.c and rov_thruster.c). In
the rov_dynamics file we find computation components on inertia, added
mass, euler transform, Coriolis and centripetal forces, gravity and buoy-
ancy forces and damping models. While in the rov_thruster file we find
computation components on the thruster model that generate speed and
navigation values from thrust revolution of the ROV. In our attempt of
modeling the behaviors of the ROV, we merge computation components
from the rov_dynamics and rov_thruster inside Simulink in block diagrams.
The MEX-add on from Matlab is used to compile the .c file into a mex type
file which can be ran inside Simulink. Simulink is another Matlab add-on
that provides an interactive graphical environment of the modeling, simu-
lation and analysis of dynamic systems. It can quickly create virtual pro-
totypes to explore the graphical user interface(GUI) used to create models.
It comes with a comprehensive library of predefined blocks for building a
graphical model of a ROV system using drag-and-drop mouse operations.

» 1)
ud »U state
0 » zd

P psid - J
P ur " rov_thrust . »
_" z
psi rov_dynamics forces

PID Control tau

current velocity

“’/\?/—lw

speed in each
thruster

dynamics

psi
z

v_r

ur

psid vr vr
psid x  states

X
zd y v
zd le selector

o

Figure 4.5: ROV dynamics model in Simulink.

An overview of the ROV dynamic model can be seen in figure (4.5).
The desired goal of the ROV to move straight across the XY plane, i.e
Y4 = Om to x; = 10m. By adjusting the variable controller gain inputs of
the PID controller which takes in the error computed from the desired
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input(heading(psid) and depth(zd)) and the actual input(theading(psi) and
depth(z)). The PID controller then optimizes the input signal to six de-
grees of freedom in the five available thrusters determined by the thrust
configuration matrix(defined in rov_thrust block) in figure (4.5). The total
body dynamics forces of the ROV are characterized by a rigid body and
additional mass matrices, Coriolis and centripetal forces, damping forces
and gravity and buoyancy forces, equation (3.6). The sum of these forces
multiplied by the inverse of the rigid body and adding the mass matrix
gives the acceleration of the vehicle, which integrated gives the velocity
vectors. The integral function is designed to calculate the speed and also
return it to the next iteration until the simulation time is reached. Besides
attaining the fixed speed of the object, the ROV position with respect to the
earth-fixed coordinate system can be obtained from the Euler transform,
equation (3.8).The residual Euler angles are used to compute the gravity
and buoyancy required for the dynamics of the ROV.

Figure 4.6: Coriolis computation in C of the ROV.

Coriolis and centripetal matrices consisting of a rigid body and addi-
tional mass components are computed inside .c as shown in figure (4.6).
As Simulink handles column/row vectors operations, the Coriolis and
centripetal defined in .c file is written in order to consist of matrix addi-
tions - Crp(in line 72 and below) and Cy4(in line 38 to 58), which assemble
functions of defined added mass, rigid body mass and skew symmetric
matrices. In figure (4.7) is the Euler transform | consisting of 2 sub matrices,
one corresponding to the translational transformation matrix(line 298 to
line 311), and the other corresponding to the rotational velocity transform-
ation matrix. In figure (4.8) is the gravity and buoyancy vectors modeled,
they are simplified to neutral buoyancy conditions by reducing W = B. As
observed, the zeros shown in equation(3.12) are also reflected in the code.
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Figure 4.7: ] the transformation matrix of ROV.

Figure 4.8: Buoyancy and Gravity mapping of ROV.

As for hydrodynamic damping models seen in figure (4.9), are defined
to return the linear and quadratic damping matrices of the ROV. The rep-
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resentation of linear damping matrix is seen in equation (3.15), with the
quadratic term also modeled accordingly by six dimensional column vec-
tors. The thrust distribution optimization problem aims to generate the de-
sired generalized efforts while minimizing the use of control effort. There
are few solutions for the functions of distributing or configuring the thrust,
however the value of the actuator command is obtained by solving the op-
timization problem at each sampling period of the control loop.

Figure 4.9: Linear and quadratic matrices mapping of ROV.

4.3 PID controller design

The PID controller designed in Simulink is analyzed, tested and optimized.
The setup environment of the control system does not take into account
uncertainties and external disturbances, such as underwater current. The
ROV is instructed to move straight in the XY plane with the help of a line of
sight guidance navigation system and PID controllers, the model architec-
ture is shown in figure (4.5). The line of sight guidance system works based
on a steering mechanism with inputs acquired from selector block that re-
ceives values computed from the rov_thruster and rov_dynamics files, by
returning velocity thrusts states and forces. The PID controller block takes
inputs from LOS guidance and selector blocks, and computes an output 4n
based on depth, speed and heading controller systems. Figure (4.10) shows
the how the PID controller system looks like. In this paper we only focus
on the observing and optimizing controller gains for the depth and head-
ing sensors.

The modified PID regulator gain matrices are K,, Ky, andK;, accord-
ing to the thrust force vector returned from the Simulink thrust block fig-
ure(4.5) that takes input of propeller revolutions forces. With computa-
tion done in rov_thruster.c and rov_dynamics.c files,we use Minerva ROV
from NTNU thrust dimensions, due to restricted time of attaining Chasing
Dory’s thrust dimensions doing free decay experiments. The mathematical
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thrust distribution used is then written as:

fn = T 'pe, (4.1)

where p. is the (6 x 1) vector of control parameters and is given by

T
Pc = [ Pc, speed 0 Pc, depth 00 Pc, heading ] (42)

The depth and heading control parameters can be obtained by:

t

| (1) —ua(7)) dr —kq s (i(t) —11a(t))
Podepin = —Kp.a (200 ~24(0) ~Kia [ (2(0) — 2a(0) dT — kg g (200 —2a(0)

pc,heading - _kp,h (l/J(t) - lPd(t)) - ki,h /Ot (IP(T) - l/Jd(T)) dt — kd,
h ($(t) = ¢a(t))

Pc, speed = _kp,s (u<t> - ud(t)) - ki,s

(4.3)
where kp, speed s ki,speed ’ kd,speed/ kp, depth ~ ki,depth ’ kd, depth / kp,heading, ki, heading
and kg, heading are the proportional, integral and derivative gains for the
depth and heading, respectively. Also, ug, z4 and ¢4 are the desired speed,
depth and heading.

In Simulink, the PID controller can be modeled as shown in figure
(4.10). The block diagram uses the controller shown in equation (4.1).
By right-clicking the block diagram and going to "selecting > Look under
Mask" we see the actual representation of the controller as seen in figure
(4.12). Where P, I and D refer to the respective positive controller gains in
the PID control law.

The PID controller receives the error signal and provides control action

to the ROV. The initial simulation speed, depth, steering and heading gains
are:

Table 4.1: PID controller initial gains tested.

PID controller Proportional gain | Derivative gain Integral gain
Depth controller Ky,q= 120 K4, =20 K;,s =70;
Heading control- || Kp,,si = 100 K, psi =30 Ki,psi = 30;
ler

Speed controller Ky, =100 K;i,,=10 K;,, = 20;
Steering control- || K,,s = 120 K;,s =20 K;,s = 30;

ler
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Figure 4.10: PID controller for (6) DOF model.
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Figure 4.11: LOS guidance system model with steering PID control for the
waypoints and their shape, which the ROVs navigation system also uses to
determine its path when orientating and moving.
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Figure 4.12: Details of PID controller under mask.

The position and velocity time responses plots are seen in observed in
figure (4.13) and (4.14), which show how the ROV starts moving from the
defined entrance and attempts to navigate straight through 6 small circles,
in a period of 60 seconds based on the output signal from the depth and
heading PID controllers.
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Figure 4.13: Top middle is the line of sight path the ROV follows based on
the proportional, derivative and integral gain used as listed in table (4.1),
the red circles across the XY plane represent the desired path to follow.
Middle (left) plot is the Displacement, bottom (left) plot the Rotation,
middle (right) plot the Translational velocity and bottom (right) plot the
Rotational velocity.

Figure 4.14: Shows desired input and controlled output signals using the
same controller gains as listen in table (4.1), where on the (left) we observe
the heading error input seems to be constant, while in fact it remains with
lower amplitude and frequency rate than the heading control. Figure (4.15)
show a close up of the (left) plot. The (right) side plot shows the similar
pattern of the depth error remaining with amplitude and frequency rate
opposed to the depth controller.
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Figure 4.15: The heading control signal is given a closer look where we
observe signs of high oscillations compared to the heading error signal. It
is also seen that the desired input and contrlled output signals do not align
well after going through the controller with gains used from table (4.1).

Table 4.2: PID controller final gains tested.

ler

PID controller Proportional gain | Derivative gain Integral gain
Depth controller Ky,q =100 K4,,=10 K;,s = 10;
Heading control- || Kp,,si = 80 Ki,psi=19 Ki,psi = 10;
ler

Speed controller Ky, =100 K4,,=10 K;,, = 50;
Steering control- || K,,s = 10 K;,s =80 K;,s = 50;
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Figure 4.16: By using controller gains listed in table (4.2), the ROV traveled
path can be observed as it passes through 3 out of the 6 circles, while almost
reaching the 4th circle, it loses track and fails to follow the defined path.
The displacement, rotation, rotational velocity and translational velocity
can be observed in middle (right), bottom(right), bottom (left) and middle
(left).

Figure 4.17: Similar to figure (4.16) the PID control uses gains from table
(4.2) including defined output saturation limits to reduce the amount of
over- and undershoot received. The (left) plot shows better step response
from output heading control with less amount of overshoot and better
accuracy of following the heading error input signal. The (right) plot
shows somewhat similar results to figure (4.14), with not much overshoot
decreased between the input depth error and output depth control.
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Chapter 5

Discussion

A proportional-integral-derivative(PID) controller is the most widely used
controller structure in industrial applications. It’s simplicity of construction
and sufficient ability to solve many practical control problems has contrib-
uted greatly to a widespread acceptance. Over the past decades, many PID
design techniques have been proposed as seen in [34] and [7] for industrial
use and for ROVs, respectively. Most of these design techniques are based
on simple characterization of process dynamics, such as first order mod-
els with time delays. Nevertheless, there a few generally accepted design
approaches for higher order installations such as ROVs. To obtain robust
performance, one must overcome one of its fundamental issues in control,
which is to synthesize a controller whose closed-loop system is internally
stable and meets the required specifications despite factory uncertainty.

ROV differential equations can be solved by ODEs such as ODE23,
ODE45, ODE23s, ODE113 or ODE15s. However, some of these solvers can
cause problems as many of them rely on computing gradients, which are
the changes in the values of functions when perturbed, i.e external or in-
ternal noises afflicting the controlling systems output. When the value of
the function is determined by the numerical solution of the ODE, the value
of the function may not smoothly depend on the disturbance. This means
that if you move the disturbance a little up, the function will move in one
direction, if you move it up more, the function may move in the oppos-
ite direction. This outcome is caused by the variable step size of the ODE
solver. However, errors can be eliminated using a fixed-step solver which
might affect the accuracy of the result, but still give reliable control system.
For this paper, the solver options used are: fixed-step size, ODE4(Runge-
kutta solver with relative tolerance 0.01).

In figure (4.13) we obtain our first results with the finalized PID gains
from table(4.1), through the depth and heading PID controllers linked to
the mux that outputs the inverse thrust allocation matrix (Tinv). The ROV
seems to not be able to follow the defined path(6 red circles) due to the
step response observed from the PID controllers output, which does not to
align well with the desired input. We observe large overshoot between the
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input values(desired and error) from both the depth and heading control-
lers as seen in figure (4.14). We attempt to improve our PID by manually
changing the controller gains from trial and error, resulting in final chosen
gains in table (4.2), in addition we set output saturation limits on both the
depth and heading PID controllers in simulink of, depth upper:0.0023m
and lower:-0.009 and heading upper: 1.6m and lower: -1.5m, with the goal
of reducing the amount of rise time and overshoot between the input error
and output step response. This shows to give somewhat better outcomes as
seen in figure (4.16) and in figure (4.17) for one PID controller, we observe
the improved signal step responses of the heading PID control, while the
depth control still shows to remain in similar state as before in figure (4.14).
In figure (4.17), we obtain step response results from the PID controllers
linked to the 6 input Simulink mux block that outputs the inverse thrust
allocation matrix (Tinv). We also observe that the ROV is able to almost
follow all of the 6 placed circled on the XY plane, in figure (4.16), however
still goes off course right before the reaching the 4th circle.

Remotely Operated vehicles that make use of the Wi-Fi protocols for
communication should have a secure way of transferring and storage of
data. It is the administrators and consumers tasks to ensure that their data
is encrypted when at rest, in transit, or in process. In a situation when the
encryption is faulty implemented or not strictly enforced, it opens for pos-
sibility for data vulnerabilities and creates further security issues [35]. In
relation to broken access control, identification and authentication failures,
underwater drones could for instance have no password used for their Wi-
Fi network, which allows for vulnerability against attacks if no password
is configured by administrators or consumers, although Dory avoids this
problem by already having a default set password.

There are very few cases of previous known attacks in relation to mari-
time IoT robotics, as was shown from figure (3.19) of the STRIDE model,
where some may involve GPS data spoofing/jamming, ROV data trans-
fer spoofing /jamming, DoS(Denial of Service), man-in-the-middle attacks,
data stream interception, file system back-doors, full drone control, wifi-
password cracking and reverse engineering application controllers, also
mentioned in [12]. GPS jamming/spoofing attacks are possible when GPS
signals are unencrypted and unauthorized for the user to configure, which
creates opportunity for drones to be vulnerable to spoofing attacks, where
an exploiter can generate fake GPS signals and transmit them to the drone
with the intention of altering the original coordinated position steered by
the user. In addition to spoofing, GPS signals can also be jammed, this
involves the external navigation information received by the drone’s GPS
receiver(user) tampered with, causing disorientation and possible accident
of the drone.

In relation to Denial of Service(DoS) attacks, attackers make use of them

to prevent legitimate users from accessing the ROV’s service. In this case
by denying the users ability to connect to the drone due to multiple connec-
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tion requests sent by the attacker, leading to the drone blocking all requests
sents, even those from the user. Instead of open Wi-Fi access configurated
ROVs chosen by ISP providers and drone company for it’s simplicity and
speed of access, alternative stronger key encryption or enforced private Wi-
Fi access use on ROVs, can increase the security of the drone, however
might be more complicated to use.

Underwater ROVs can also fall victim to man-in-the middle attacks,
where the user controlling the drone thinks they are talking to the drone,
and the drone thinks it is talking to the user, while in fact there is a link
established in between for the hacker who might be listening and sending
commands to the drone. Similar to the man-in-the-middle attack is the in-
terception of data streams. This is where a drone equipped with camera
usually sends video streams back to the controller in real time, which is
attainable from a third party stance so long they know what port to con-
nect to, to access the stream information. These types of attacks are com-
monly carried out over unsecured communication links using cheap soft-
wares such as SkyGrabber, a product used to intercept satellite signals [19].
A downside to this attack is that data streams from interceptors may seem
innocuous, and are difficult to detect or even defend against, However to
prevent this, the video stream data can be encrypted such as in the Dory
case, where an unknown encryption protocol used on its UDP packets is
difficult to find as well as decrypt.

In the case of wireless network password cracking, it is commonly
known that Wi-Fi has some known flaws, where one of the major known
is the WPA-SPK encryption. In a given scenario, an attacker could disable
a device on the network and capture the WPA handshake transmission,
that contains the hashed network password. The attacker can then follow
up with a dictionary attack or brute force attempt set to identify the pass-
word based on his own generated passwords, when a match is found, the
password is attained. As for Dory that uses WPA2 encryption, a more se-
cure protocol opposed to the WPA, had EAPOL handshake missing from
the captured packets by aircrack-ng. This prevents further brute forcing of
its password. In regards to reverse engineering and the controller applica-
tion, the attacker can inspect the application code, often residing in the soft-
ware development kit(SDK) or the android application package kit(APK),
that establishes communication links and controlling features between the
drone and the user through a phone application. In previous attacks [15], it
is possible to recover structures, java clauses, and libraries to encrypt and
decrypt drone log data. Although not presented in this paper, Dorys java
clauses and libraries had unconventional code structures that closed pos-
sibilities of modifying unless contacting the vendors at Chasing Innovation.
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Chapter 6

Conclusion

Similar to many underwater ROVs that uses Open Wi-Fi for transferring
of communication signals for controls and video transmission purposes,
Chasing Dory showed to be a moderately secure device regarding the
OWASP top 10 list, the STRIDE model, including the Risk analysis based
on the CVSS scores. As this thesis only presents work on ethical hacking
between passive and active information gathering, a further step could be
taken as was initially defined of obtaining Chasing Dory’s log files, to then
create navigation control and video feedback script, alternative to the inten-
ded Chasing GO2 Application. Seen from an ethical hacking standpoint,
this step would be called the penetration testing phase, where attempts on
accessing the right IP ports using socket programming [22] to achieve the
log files containing IMU, GPS and Video streams, and if successfully collec-
ted and decrypted could allow more possible actions of adding Al models,
such as object detection [33] or even reinforcement learning for ROV mo-
tion tracking [24] underwater.

Regarding the PID tuning of underwater ROVs motion behaviors,
we made use of NTNU Minerva’s hydrodynamic and hydrostatic values
collected through trials of experiments in free decay in [14]. In this paper
we present work where we observed and adjusted the controller gains
manually to improve the ROVs motions with the goal to follow the desired
path and receive a good step response based on the speed, steering, depth
and heading sensors. However, future work could involve free decay
experiments on Chasing Dory where accurate measures of depth sensor
for instance could be modifired and improved using the simple PID model
presented, in addition the further optimization of the depth controller
could be achieved through use of system model identification toolbox from
Simulink and Matlab [3].
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Chapter 8

Appendix

Appendix A: The rovSimRun.m matlab file used to run the simulation
for the ROV with line of sight guidance PID control............ccccccoeiiiiiiinns

Appendix B: The rovSim_los.slx simulink model of the ROV with line
of sight guidance and PID control............cccccovviiiiiinnininiiiiie,

Appendix C: The rovSimSetup.m matlab model that set-up initial simu-
lation time and rov object coNditioNs..........ccccocoviveiiiiiiiiiii

Appendix D: The rov_dynamics.c C file of the 6DOF dynamics of the
ROV

Appendix E: The rov_thruster.c C file of the thrust dynamics of the
ROV s

Appendix F: The rov_dynamics.mexw64 mex file that compiles C code
to run into Simulink and Matlab.............ccccoooi

Appendix G: The rov_thruster.mexw64 mex file that compiles C code to
run into Simulink and Matlab............ccccccoviiiiiniice
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