Improving Cellular 10T Security with Identity Federation and Anomaly Detection
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Abstract—As we notice the increasing adoption of Cellular 10T
solutions (smart-home, e-health, among others), there are still
some security aspects that can be improved as these devices can
suffer various types of attacks that can have a high-impact over
our daily lives. In order to avoid this, we present a multi-front
security solution that consists on a federated cross-layered
authentication mechanism, as well as a machine learning
platform with anomaly detection techniques for data traffic
analysis as a way to study devices’ behavior so it can
preemptively detect attacks and minimize their impact. In this
paper, we also present a proof-of-concept to illustrate the
proposed solution and showcase its feasibility, as well as the
discussion of future iterations that will occur for this work.
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l. INTRODUCTION

Cellular IoT has become a more known concept as we’re
seeing more devices and solutions that rely on its related
technologies, and this will continue to expand as we see more
smart-home, e-health and other types of applications
becoming more available to users worldwide.

Although these devices are connected through a
Subscriber Identity Module (SIM) card, weak authentication
methods are used to connect them to their corresponding
platforms and still to this day these devices are targeted for
various types of attacks and exploits, which can create a
massive impact not only in the solution they belong to, but
also, it can target different sectors as it is able to spread
through the network, causing undesirable effects in our daily
life.

To this end, an integrated security mechanism consisted
by a cross-layered authentication method and an identity
federation as well as a machine learning platform for anomaly
detection on data traffic is presented with the aim of secure
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connected devices and to identify possible exploits and attacks
to contain and mitigate them, as well as isolate infected
devices from affecting others.

This paper starts by briefly discussing the concepts of
Cellular 10T and Identity Federation in section Il, giving a bit
more relevance to the machine learning and anomaly detection
component in Ill. In IV and V, we present our proposed
solution and implemented proof-of concept and to finalize, in
VI and VII we discuss the next steps for this work and make
some final remarks.

Il.  SHORT ABOUT CELLULAR IOT AND IDENTITY
FEDERATION

A. Cellular loT

Cellular Internet of Things (C-loT) is a concept that
illustrates the process of supporting common loT connections
and services (e.g. smart-home, e-health,...) through existing
mobile network infrastructures [1][2] resorting to
technologies such as Narrowband loT (NB-1oT), Cat. M,
among others.

The behaviour of these devices isn’t the same as your
typical mobile device (e.g. smartphone) as they aren’t
necessary always connected to the network all the time,
otherwise its performance would be affected due to excessive
energy consumption. However, when they do connect in order
to transmit their data to the corresponding platform, it should
be devoided of disruptions and secure, so the data isn’t prone
to exploits and/or compromises.

B. ldentity & Identity Federation

The concept of digital identity [3][4][5] comes as a way to
centralize one’s information into one generic identity that
helps both individuals and corporations, since users don’t
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need to create specific identities with a subset of parameters,
since when signing up for a service for instance, only the
relevant details are forwarded to such service, allowing to
manage one’s data in a more cohesive way.

This approach can also be extended to devices, as
nowadays the same situation surfaces, in which devices are
enrolled in various services and in some cases the parameters
to create an identification for a device aren’t clear. To that, an
identity federation has to be considered as to align the identity
that a device has from the mobile network [6] and unify it with
the ones created in the Application layer. For that purpose, the
following standards are considered:

1) OAuth 2.0

OAuth 2.0 [7] is a protocol that, by a user’s consent, allows
a third-party client to access resources (in a server, accessible
through the network) on its behalf to facilitate the
authentication process.

2) OpenlID Connect

OpenlD Connect [8] is considered an extension or a profile
of OAuth 2.0 that offers single sign-on and identity provision
on the internet. It enables client applications to verify the
identity of the user based on the authentication performed by
an OpenlD Provider.

I1l.  MACHINE LEARNING AND ANOMALY DETECTION FOR
CELLULAR NETWORKS

With the upcoming of the fifth generation of mobile
networks (5G), it is predicted that the amount of devices
connected in the network will raise exponentially and the data
traffic generated from these devices will be immense. This Big
Data that will surface from this new generation is something
that mobile operators and cloud service providers are now
addressing as how to manage such a massive amount of data
without undermining the performance of both network and
cloud infrastructures.

To this end, machine learning techniques are being
considered due to the ability of, from the data that is fed to it,
identify patterns, take actions and also learn and adapt given
new scenarios. Machine learning in the context of 5G
networks come as a tool for a multitude of network related
activities [9][10], from resource management, traffic
classification, mobility pattern prediction and more related to
our topic of interest, anomaly detection.

Machine learning anomaly detection is an approach that
studies the data traffic by analysing behaviours and activities
and from it detect and foreseen inconsistencies from what is
assumed to be normal. As pointed out in [11], this will require
powerful resources as to pick from all the data some type of
“anomaly”, which will need be validated at first by expertise
staff. This means that a potential challenge is to try to define
a device profile that can predict types of usage, data peeks and
overall allowed but abnormal behaviours (e.g. users installing
or uninstalling apps on their smartphones). Another challenge
can also be the parameters to be considered as they are the
basis from which profiles are created. If the parameters reveal
to be insufficient or not good, that means a new profile must
be conceived.

However, for most 10T devices, their behaviour doesn’t
suffer much changes (compared to other mobile devices) as
they have a very specific pattern in the network of forwarding
their payload to a specific and unique destination and then
having their connection idle until another time-spaced
programmable data transfer occurs.

In order to have a proper anomaly detection technique, it
is necessary to consider the following:

A. Unsupervised Learning

The starting point from the data collected is to try to obtain
some structure and patterns without providing any type of
meaning to it [12], Unsupervised learning algorithms will
analyze and form agglomerates of similar data as it starts to
detect some similarity considering what was fed to it. From
this, we’re able to gather some more insightful information
that we couldn’t initially from the pre-processed data. The
following algorithm is one of the most popular and used
nowadays for many applications:

1) K-means algorithm

The K-means algorithm [13] is a partitional algorithm in
which from a set of objects is minimized to a group of clusters
that tries to include as much as data as possible. It is an
iterational algorithm, so the number of clusters may vary
whilst the algorithm is running. Each cluster will have a
“centroid” which is the datum that the rest of the data in a
cluster revolves around it, acting as the average or the mean
of the cluster.

B. Anomaly Detection

After the clusters were established and it’s feasible to start
creating profiles for devices regarding their behaviour, it’s
possible to start having data going through anomaly detection
algorithms. To simply put, an anomaly will be considered
when a datum falls out from the clusters or simply does not
have another correlation with the rest of the data. However, as
mentioned earlier, at the beginning the process needs to be
refined as the model may detect “anomalies” that when cross
validated were only false positive. Tinkering with the model
in terms of how lenient it such be (margin of error) and also
the features/attributes to use will later determine the efficiency
of the model. The following algorithms are the most popular
nowadays:

1) k-NN Global Anomaly Detection

A straightforward algorithm to detect global anomalies, in
which for every entry from the dataset, the k-nearest-
neighbours are found and afterwards an anomaly score is
given considering the existing neighbours. As stated in [14],
the choice of the parameter k (number of clusters) will greatly
determine the results as it is recommended to assign it between
10 < k < 50. However, although the algorithm can achieve
great results, it is not recommended to use when the dataset is
too large, and the results are needed in a short amount of time
(e.g. dealing with real-time network traffic data).

2) uCBLOF

Standing for unweighted cluster-based local outliner
factor, this algorithm performs better when dealing with large
datasets. Also described in [14], it uses clustering techniques



to determine dense data areas and performs an estimation
factor for each cluster created. Afterwards, a heuristic is used
to classify the size of the clusters and an anomaly score is
given by the distance of each instance to the closest cluster
center multiplied by the instances belonging to the cluster.
Also, like in the aforementioned model, the value of k will
influence the outcome.

3) S-H-ESD

An algorithm developed by Twitter Inc [15], the seasonal
hybrid extreme studentized deviate model offers more
adaptability for time series data that usually come from real-
time generated traffic. The model assumes correctly a high
rate of anomalies, regardless of the situation context an
anomaly is found in. This is possible by considering statistics
metrics such as the median and the median absolute deviation
(MAD). This adaptability however comes at a small cost of
performing a bit slower than other methods, but its results and
accuracy overall makes this model the most used considering
time series related data.

IV. PROPOSED SOLUTION

With the purpose of increasing security for 10T devices in
a cross-layer fashion, we propose a implementation that has
its main objective on mitigating exploits and attacks in
multiple fronts. As established in [16], we have implemented
an identity management system (IDMS) and developed an
identity federation mechanism that allows to use known
identifiers used in the cellular network and bring it towards
the application layer, making it a multi-purpose identity. This
implementation allows to have a grasp of a device’s behaviour
in a sense that some exploits an be addressed by having this
link between both layers.
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Figure 1. Illustration of the proposed solution.

However, with this work, our focus is to consider it as an
extension as to be more pre-emptive, meaning to address
attacks much earlier from the network layer in this phase. The
objective here is to lower the impact of affected devices and
minimize the propagation of the attack.

To our existing solution, as it is being illustrated in Figure
1, we have added a machine learning platform that will receive
data from the user and control plane in the Network Layer in
which we analyse GPRS Tunnelling Protocol (GTP) and
Packet Data Convergence Protocol (PDCP) traffic [17],
allowing us to understand the behaviour of the connected
devices.

As to why we consider GTP traffic: A subscriber’s traffic
will differ wildly from that destined for network operators or
a network slice dedicated to 10T. Charting a course for GTP
traffic is usually based on the content of GTP messages (GTP
Information Elements) and also — but not limited to — other
aspects like source and destination. A smart GTP routing
function can select the right Packet Gateway (PGW) or
network slice that best suits a specific service. Fortunately,
existing technology is capable of harnessing advanced
routing, proxy, and security functionalities while being able to
access GTP Information Elements. Some for example can tap
into over 100 types of these including APN, IP address, MS-
ISDN, RAT Type, PDN Type (v4/v6), user location info,
aggregate max bit rate, and quality of service.
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Figure 2. Anomaly Graph representation of normal data traffic (no
anomalies detected).

V. IMPLEMENTATION

To support our proposed solution, we have established a
proof-of-concept at the Secure 5G4loT Lab ate the Oslo
Metropolitan University, consisting of a 4G/5G mobile
network implementation [19] with Identity Management
features designed for the loT paradigm.

The new addition to our solution is the machine learning
platform for data processing and analysis. Due to its functions
and requirements, the machine has to have better specs such



as two GPUs and more RAM compared to other servers that
we have in our implementation. Besides the hardware, the
machine is equipped with a machine learning software bundle
consisting of tools such as R Studio [20], Kafka [21], Spark
[22] and Jupyter [23], that will allow us to develop more
intricate applications and handle the data traffic in a more
efficient way.
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Figure 3. lllustration of the implemented proof of concept.

VI. FUTURE WORK

As we established our proof-of-concept and achieved
some preliminary results, we see that our proposal is feasible
and can be further developed to consider the following
aspects:

- Feature Inclusion: as we progress with the inclusion of
more devices in our solution as to enact more real-life
scenarios, there will be a need to include more features
to our model and therefore adapt our device profiles.
This will allow us to fully extend it as to be able to proper
identify most behaviours that devices will have while
connected;

- Model Training: as more data portraying various types
of scenarios becomes available, (which some include
attacks and exploits), the model has to be trained as to
adapt to all these situations so that its confidence levels
are high and reliable at all times;

- Streamlining/Automation: as of now the links between
the existing solution and its recent addition are purely
functional, meaning that a lot of aspects and validations
are still made manually. As we progress, with the
available software bundle, our platform will be feeded
automatically and the data will also be readied by pre-
processing methaods, so that the anomaly detection model
can act efficiently. As anomalies occur, the call to action
will eventually be automatized where allowed as to
contain the attack in the fastest way possible, as it is
intended.

VII. CONCLUSION

In this work, we’ve demonstrated through our proposed
solution and proof-of-concept a way to improve security to
10T devices using the cellular network. By having an identity
management system and an identity federation, it will allow
to secure connected devices by providing authentication and
authorization mechanisms to be used both in the Application
and Network layers. Aligned with this, we have a machine
learning platform to perform anomaly detection analysis on
data traffic, that will allow to minimize the impact of an attack
or an exploit as both systems will work together to isolate
infected devices.

With further work, this concept will be extended to
accommodate more scenarios as we integrate more devices to
portray real-life situations.
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