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Abstract. Lately, costly and threatening DNS tunnels on the mobile net-
works bypassing the mobile operator’s Policy and Charging Enforcement Func-
tion (PCEF), has shown the vulnerability of the mobile networks caused by the
Domain Name System (DNS) which calls for protection solutions. Unfortunate-
ly there is currently no really adequate solution. This paper proposes to use ma-
chine learning techniques in the detection and mitigation of a DNS tunneling in
mobile networks. Two machine learning techniques, namely One Class Support
Vector Machine (OCSVM) and K-Means are experimented and the results
prove that machine learning techniques could yield quite efficient detection so-
lutions. The paper starts with a comprehensive introduction to DNS tunneling in
mobile networks. Next the challenges in DNS tunneling detections are re-
viewed. The main part of the paper is the description of proposed DNS tunnel-
ing detection using machine learning.
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1 Introduction

The emergence of fancy, powerful but user-friendly mobile devices such as
smartphones, tablets, etc. combined with the deployment of mobile wireless broad-
band access like 3G/4G have made mobile wireless Internet access the most popular
Internet usage form surpassing by far the fixed Internet access. However, although
affordable for the majority, the mobile wireless access to the Internet is not free of
charge and the user is charged based on the used data volume. Indeed, mobile opera-
tors usually offer flat fees for different data volumes per month. Further, mobile data
usage while roaming on foreign mobile network is very expensive and unaffordable
for most of regular non-business users. This explains some individual’s motivations
and efforts to bypass the mobile operator’s charging function and to get free Internet



access. But, most difficult to accept is the behavior of a few dishonest mobile opera-
tors who equip their customer’s smartphones with apps that enable the evasion of the
visited operator’s charging function when roaming. These apps use quite often DNS
(Domain Name System) [1] [2] tunneling, a method which is motivated by the need of
Internet access at Wifi hotspots while evading the fees. DNS tunneling causes obvi-
ously revenue losses to mobile operators. But, most importantly, it could be used by
any attack that requires firewall evasion i.e. an attacker can send and receive com-
mands and data bypassing the firewall. The simplest but not less serious attack is the
theft of confidential information such as personal data, health care data, credit card
numbers, payroll, etc. that has financial value. For mobile operators DNS tunneling is
not only causing loss of revenues but also deteriorating the quality of service of the
overall wireless access and damaging their reputation. A solution preventing DNS is
urgently needed.

One obvious solution to prevent DNS tunneling abuses is to block all malicious
DNS queries and responses. Unfortunately, this is not a trivial task because differenti-
ating malicious traffic from legitimate one is very challenging if not impossible while
blocking the entire DNS traffic is not an inadmissible option. Actually, there is cur-
rently no really efficient prevention solution that is mobile operators can use.

In this paper we propose to use machine learning techniques to detect and mitigate
DNS tunneling. The paper starts with a state-of-the-art detection and prevention of
DNS tunneling, which is followed by a comprehensive introduction to DNS tunneling
in the mobile network. Next the challenges of DNS tunneling detection are analyzed.
A brief introduction of machine learning and clarifications on how it can be useful in
the DNS tunneling detection are then given. The main part of the paper is the descrip-
tion of the proposed DNS tunneling detection using machine learning. The paper con-
cludes with some suggestion for further works.

2 State-of-the-art detection and prevention of DNS tunneling

Actually DNS tunneling is a known vulnerability that has been known for many
years now [3] [4] and there were a lot of works on detection and prevention of DNS
tunneling both in academia and in industry. The prevention tools can be classified as
following:

Firewalls

All firewalls allows the definition of rules to prevent IP spoofing and to deny DNS
queries from IP addresses outside the defined numbers space to prevent the name
resolver from being exploited as an open reflector in DDoS attacks. They also enable
inspection of DNS traffic for suspicious byte patterns or anomalous DNS traffic to
block DNS tunneling. Popular firewalls such as Palo Alto Networks, Cisco Systems,
WatchGuard, etc. can detect and block certain DNS tunneling traffic. Unfortunately,
they are only efficient against known DNS tunneling methods but are not usable when
it comes to the unknown ones.

Intrusion detection systems



Intrusion detection systems (IDS) like Snort, Suricata or OSSEC allow the compo-
sition of rules to report DNS request from unauthorized clients, to count DNS queries
and responses, DNS queries made using TCP, DNS queries to nonstandard ports,
suspiciously large DNS queries, any value in any field of the DNS query, etc. Howev-
er, theses IDS can only detect the known attacks.

Traffic analyzers

Passive traffic analyzers i.e. analyzers that monitor traffic without injecting traffic
into the network or modify the traffic that is already on the network, can be used in
the identification of DNS tunneling. Unfortunately, these analyzers rely on the
knowledge of the traffic amount and patterns.

Passive DNS replication

Replication of every DNS queries and responses enables analysis that could identi-
fy malware using domain name generated by Domain Generation Algorithm (DGA).
Passive DNS replication can be used together with IDS to block known malicious
domains but again are not usable for the unknown ones.

The DNS tunneling in the mobile network poses additional challenges in terms of
processing capability and real time response because of the much larger number of
users and considerable number of unknown visiting users but so far according to our
knowledge there is not yet any detection work dedicated especially for mobile DNS
tunneling.

3 Brief introduction to DNS tunneling in the mobile network

To introduce DNS tunneling in the mobile network, it is necessary to explain the
Internet access from the mobile network. The mobile network is actually a complex
network consisting of several mobile networks e.g. 2G, 3G and 4G with a multitude
of network elements having different functions. However, since our focus is on the
access to the Internet, it is sufficient to consider a simplified representation of the
mobile network as shown in Figure 1.
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Figure 1 Mobile wireless access to the Internet

As the user attempts to browse and visit a certain web site http://www.website.com
a Packet Data service is started. A Packet Data Protocol (PDP) Context Activation is
initiated. It establishes a bearer between the mobile phone through the SGSN (Serving
GPRS Support Node) and the GGSN (Gateway GPRS Support Node) to the Internet.
A Packet Data Protocol (PDP) context is established with the GGSN. The PDP con-
text is a data structure that contains the subscriber’s session information, such as IP



address, International Mobile Subscriber Identity (IMSI), and Mobile Station Interna-
tional Subscriber Directory Number (MSISDN). A tunnel is established between the
SGSN and the GGSN. User traffic is encapsulated using GTP-U protocol. At the
GGSN it is decapsulated and sent to the PDN through the Gi interface (or the Gp in
case of roaming). PDP establishment and termination occurs through the GPRS Tun-
neling Protocol GTP-C protocol.

On 4G/LTE networks the functionality of the GGSN has been replaced by the
Serving Gateway (SGW) and the PDN Gateway (PGW).

Before reaching the Internet the data traffic passes through the Policy and Charging
Enforcement Function (PCEF), which is quite often integrated within the GGSN or
the PGW. It can block the traffic when the user has exceeded the data quota and may
also be equipped with Deep Packet Inspection (DPI) functionality.

The Domain Name System (DNS) is a hierarchical decentralized naming system
for computers, services, or any resource connected to the Internet or a private net-
work, which allows the translation of human recognizable domain names into numer-
ic IP addresses and enables servers and computers to look up and communicate with
each other. The DNS is defined by the IETF (Internet Engineering Task Force) RFC
(Request for Comments) 1034 [1] and RFC 1035 [2].

DNS tunneling in the mobile network in the same way generic DNS tunneling in IP
network exploits the fact that most operators allows all DNS traffic out and also
through port 53 without charging to set up a tunnel for IP traffic bypassing firewall
and charging functions.

In fact, it is quite simple to bypass the PCEF by establishing a modified name serv-
er on the internet and by creating a special client that is capable of encoding infor-
mation in the DNS packets. As shown in Figure 2 the client might send a chunk of
data as an “A” or “AAAA” record which may look something like this “nslookup
VGhlIHgbWFrZSB1cCB0aGUgNjQgY 2hhcmFjdGVycyByZXF1aXJIZCBmb3lgYm
FzZ.myDNSTunnel.com™ which may encapsulate personal information about John
Doe as shown in Figure 2.
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Figure 2 A simplified DNS tunneling in mobile network



Once this query arrives at the modified DNS server, the server can send any data
that is waiting for the client by responding to the A query with a CNAME record -
“CNAME:JIIHRYYWRpdGlvbmFsbHkgbm9NsZWFuLiBGb3lgZ.myDNSTunnel.com”.

Another way to do this involves using DNS TXT or EDNS type records, which al-
low large unstructured strings to be sent. Reverse lookups can also be used to fetch
the data responses.

There are currently a variety of DNS tunneling tools for both PC and Android
phones using different forms for data encoding such as OzymanDNS [5], Dns2tcp [6],
lodine [7], Heyoka [8], DNSCat [9], MagicTunnel [10], Element53 [11], VPN-over-
DNS [12], etc.

4 Challenges in detection of DNS tunneling

In this section, the different DNS tunneling detection techniques are reviewed and
their limitations are identified and analyzed. As stated in [13] [14] the detection tech-
niques can be classified into two categories:

Payload analysis: This analysis category can again be divided into sub-categories
as follows:

e Size of request and response: This technique focuses on the size of the request
and response, e.g. length of DNS queries and responses [16], ratio of the source
and destination bytes [15], size of host name request, etc. The difficulty of this
technique type is to find size thresholds that are optimal against all the tunneling
methods.

e Hostnames entropy: This technique is based on the assumption that encoded
name have higher entropy than legitimate DNS names. Unfortunately, some tun-
neling methods do not create high entropy hostnames and some content delivery
networks do use hostnames with high entropy to represent some type of infor-
mation.

e  Statistical analysis: Tunneling can be detected by looking at specific character
makeup of DNS names, e.g. percentage of numerical characters in domain names,
number of unique characters, percentage of the length of the Longest Meaningful
Substring (LMS), number of repeated consonants, etc. The challenge is to deter-
mine the threshold value for these specific character makeups. Further, an intelli-
gent DNS tunneling tool will be able to abandon these makeups when their traffic
is blocked.

e Uncommon record types: Not commonly used record types e.g. “TXT” could be
used in the detection. Unfortunately, this technique is not decisive.

e Specific signatures: Each DNS tunneling tool does have specific way of using
the attributes in a DNS header, which can be used as signature in the detection.
This technique can only be used for known DNS tunneling.

Traffic analysis: This type of analysis considers multiple queries and response
pairs over time to detect tunneling:



e Volume of DNS traffic per IP address: The amount of DNS traffic generated by
a specific client IP address [16] can be used in the detection because tunneled da-
ta is typically limited to 512 bytes per request and a large number of requests are
need for communication. Unfortunately, advanced DNS tunneling tools can spoof
the source IP address and spread the requests within a larger range of IP address-
es to avoid detection.

e Volume of DNS traffic per domain: Large amounts of traffic to a specific do-
main can be used to detect tunneling because DNS tunnel utilities are quite often
set up to tunnel the data using a specific domain name. Unfortunately, sophisti-
cated tunneling tools can make use of multiple domain names and hence avoid
detection.

e Number of hostnames per domain: The number of hostnames for a given do-
main can be an indicator for tunneling. However, it is not trivial to determine the
optimal threshold because different tunneling methods have different numbers of
hostnames.

e Geographic location of DNS server: Large amounts of DNS traffic to different
parts flof the world may be an indicator for tunneling. Unfortunately, in the mo-
bile network there will be users coming from all over the word that may have re-
quest to NDS resolvers from their country of origin.

e Domain history: Domain history can also be an indicator for detection of DNS
tunneling. By checking when an A record or NS record is added because a do-
main could be acquired only recently for DNS tunneling. However, not all newly
acquired domains are used in tunneling and one cannot trust every old domain.

e Orphan DNS requests: Orphan DNS requests can be also used to detect DNS
tunneling because they are the ones that do not have a corresponding request by
another application such as http. However, orphan DNS requests may be legiti-
mately used by security devices and program for IP address lookups.

In brief, there is so far no DNS tunneling detection that is really satisfactory for

mobile network [17].

5 How can machine learning help

As in [18] which proposes the usage of machine learning in the protection of mo-
bile networks, Tom Mitchell’ s definition of machine learning [19] is adopted in this
paper as follows:

“The field of machine learning is concerned with the question of how to construct
computer programs that automatically improve with experience”

He provides also a short formalism as follows:

“A computer program is said to learn from experience E with respect to some class
of tasks T and performance measure P, if its performance at tasks in T, as measured
by P, improves with experience E.”

The machine’s ability to learn and improve its solutions to problems is hence cen-
tral in machine learning.



As shown in section 4, the reviewed DNS tunneling methods do not provide firm
criteria but rather non-conclusive indicators. In order to build an efficient DNS tun-
neling detection it is necessary to use a combination of a large number of both pay-
load and traffic analysis method. Such an approach is not suitable for mobile network
because with the huge number of users coming from all over the world it is time con-
suming and requires huge processing capability.

In this challenging situation, Machine Learning can come to rescue by providing a
sound way to define normal behavior of the mobile network when there is no tunnel-
ing. Upon the emergence of a DNS tunnel, machine learning techniques will detect
anomalies which indicate the presence of the DNS tunnel. At the beginning there will
be false positives, i.e. anomalies that are not due the presence of a DNS tunnel but the
machine will receive the feedback, learn it and get better for the next time.

For the detection of DNS tunneling, we experiment 2 machine learning methods,
namely One Class Support Vector Machine (OCSVM) and K-Means as follows:

One Class Support Vector Machine (OCSVM):

OCSVM [20] belongs to a supervised learning class called Support Vector Ma-
chine (SVM) that divides the input spaces into two regions, separated by a linear
boundary and classifies input either inlier, i.e. falling into one category such as nor-
mal or outlier, i.e. falling outside such as abnormal. Although the training of SVM is
performed on both positive and negative data the OCSVM extension makes it possi-
ble to use only positive data in the training process.

K-Means

k-means clustering, an unsupervised method [21] aims at partitioning n observa-
tions into k clusters in which each observation belongs to the cluster with the nearest
mean.

6 DNS tunneling detection using machine learning

In order to test and verify the proposed DNS tunneling detection using machine
learning we need DNS traffic data which are both benign and malicious. A testbed is
created with four clients: one malicious DNS tunneling client on mobile phone and 3
regular browsers.

e  The mobile phone client is realized by an Android 4.4 running on a Virtual Ma-
chine (VM) and hosting Slow DNS, a DNS tunneling app.

e The other three clients are realized by a Ubuntu 14.04 running on virtual ma-
chines and hosting regular browser.

The 3 browser are regularly accessing the World Wide Web and generating both
DNS traffic and http traffic. Before initiating browsing from the mobile phone client a
Slow DNS tunnel is established.

All the DNS traffic are then gathered and captured by Wireshark. The DNS packets
were filtered out in Wireshark and saved as a comma-separated values (csv) file. Each
line in the csv file contained meta data for one packet, with the features No., Time,
Source, Destination, Protocol, Length, Info. The raw data had to be reformatted to be
used for the machine learning models. To do this a python script is developed and



used, which went through the csv file to find the response to each request and creating
anew csv file.

The features in the new file were Time, Source, Destination, Protocol, LengthUp,
LengthDown, Info, Label.

The Time feature now was the time between the request and response, not the time
since the capture started. Table 1 shows how two lines of the new csv file looks like,
one line with regular DNS traffic and one with malicious traffic.

Ul Source Destination Protocol  LemgphUp  LengehDown  Info Label

Q.OZISMHNNATTIE 192165160 192168.1.1 DNS 80 276 St

051 TE10MAMNMET 192,1658.0.014 19216811 DNS 20 20

Table 1 A line with regular DNS traffic and one with malicious traffic

To test and verify the two proposed machine learning methods for DNS detection,
SciKit-Learn, a library for Python which contains functions to create machine learn-
ing classifiers and support for training and testing is used. The metrics class in SciKit-
Learn contains many functions to evaluate classifiers. For an outlier and categoriza-
tion classification the normal way to determine the success is by measuring precision,
recall and F-score. The precision of a classifier determines the percentage of the ele-
ments selected that are true positives. The recall determines the percentage of the
relevant elements was selected. The F-score measurement is derived from both preci-
sion and recall and gives a result which better represents the overall character of the
classifier. The closer to 1 the higher are both the precision and the recall; and classifi-
er is working well.

DNS tunneling detection using OCSVM

Since the SciKit-Learn OCSVM has four kernels linear, polynomial, Radial Basis
Function (RBF) and sigmoid, experiments are carried out with each kernel.

precision  recall [l-score  support
Kernel = rbf Outlier 0.40 100 057 1124
Inlier 1.00 051 067 3304
avg / total | 0.85 063 065 4518
Kernel = sigmoid _ Outlier 0.25 100 040 1124
Inlier 0.00 0.00 000 3304
avg [ total | 0.06 0.25  0.10 4518
Kernel — linear _ Outlier 0.21 001 038 121
Inlier 0.57 0.03 005 3304
avg / total | 0.49 025 0.4 4518
Kernel = poly Outlier 0.86 0.01 090 121
Tnlier 0.08 0.05 096 3304
avg / total | 0.95 005 095 1518

Table 2 Classification report for OCSVM with different kernels

As shown in Table 2, the poly kernel has best result. However, after some adjust-
ment of the nu and gamma parameters, the RBF kernel obtains an flof 96% which is
higher than the poly kernel.

DNS tunneling detection using K-Means

The K-means classifier is tested with three different initiation methods, namely k-
means++, random and ndarray. The results of the experiment are shown in Table 3.



All the initiation methods have a quite even total f1-score, but a closer look of each
line may identify a weakness. With init set to random the model is almost not able to
predict any outlier, with recall at 1% and both precision and f1-score at 0%.

precision recall fl-score  support

init = ndarray Outlier 0.14 099 0.24 286
Inlier 100 048 065 3441
avg [ total | 0.93 0.52 0.62 37
init = k-means4++  Outlier 0.14 0.99 0.25 286G
Inlier 1.00 050 0.66 311
avg [ total | 0,93 053 063 3727

init = random Outlier .00 0.01 0.00 286
Inlier 0.86 0.50  0.64 3441
avg [ total | 0.79 0.47 0.50 3727

Table 3 Classification report for K-means models with different initiation

Evaluation

The experiments show that the DNS detection using OCSVM is superior to the one
using K-means. This is not surprising since K-means is a cluster classifier and work
best when the clusters are even, which is not the case of DNS tunneling where only a
minor part of the traffic data is malicious. Further, the experimented data set is too
small for K-means.

OCSVM gave great results with the poly kernel with default parameters, and with
the RBF kernel when the gamma and nu parameters are tuned. As the poly kernel
only seemed to work with the default parameters and with two features from the da-
taset, it seems to be quite unstable and might not be the best to use in a real imple-
mentation. The RBF kernel had a recall of close to 100% on the outliers in most of the
tests, which means it was able to categorize all the outliers correctly. This is important
for a DNS tunneling detection. The weakness of the method is the precision of outli-
ers and recall of inliers, which means it produces some false positives. By working
with the initiation parameter of the model it is possible to reduce the number of false
positives down. The OCSVM with RBF kernel is a good method to implement DNS
tunneling detection.

7 Conclusion

In this paper, we propose to use machine learning techniques in the detection of
DNS tunneling, which so far does not have any really efficient solutions. Two ma-
chine learning methods, namely OCSVM and K-means have been selected for the
experiments. A testbed able to generate and collect both regular and malicious DNS
traffic is established. Experiments have been carried out and the results prove that
machine learning is a feasible technique that could be used in the detection of DNS
tunneling. However, the efficiency depends heavily on the machine learning method
in use and on some degree the fine-tuning of their respective parameters. The experi-
ments have many limitations. First, the dataset used in the experiment is too small and
is not representative for the huge DNS traffic in the mobile network. Next, the dataset
is generated only by 4 clients, one malicious and three benign and hence does not
contain sufficient variations in terms of IP addresses, domains, DNS tunneling meth-



ods, etc. Third, the performance and the scalability of the detection have not been
evaluated due to the small size of the dataset. As further work, it is quite interesting to
carry out the experiments using real DNS traffic data both benign and malicious col-
lected from the Telenor mobile networks. It might be also quite relevant to make use
of a machine learning technique called the Deep Learning Auto-Encoder (DL-AE)
[23].
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