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ABSTRACT

Cityresilienceisapressingissueworldwidesincethemajorityofthepopulationresidesinurban
areas.Whendisasterstrikes,theconsequenceswillbemoresevereinthecities.Toachieveresilience,
differentorganizations,agenciesandthepublicshouldshareinformationduringadisaster.ICT-based
communityengagementisusedforstrengtheningresilience.Theauthorsproposeasetofmetricsfor
assessingthesecurityandprivacyofinformationsharingtoolsforresilience.Theythenapplythe
selectedmetricstoaselectionofinformationsharingtools.Theauthors’mainfindingisthatmost
ofthemarereasonablywell-protected,butwithlessthanprivatedefaultsettings.Theydiscussthe
importanceofsecurityandprivacyfordifferentimportantcategoriesofusersofsuchsystems,to
betterunderstandhowtheseaspectsaffectthewillingnesstoshareinformation.Securityandprivacy
isofparticularimportanceforwhistle-blowersthatmaycarryurgentinformation,whilevolunteers
andactivehelpersarelessaffectedbythelevelofsecurityandprivacy.
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1. INTRodUCTIoN

TheUNDESAprojectionshowsthattheproportionoftheworld’spopulationlivinginurbanareas
willincreasefrom54%(2014)to66%by2050(UN,2014).Thus,itisevidentwhycityresiliencehas
beenemphasizedgloballyduetocitiesbecomingmorevulnerableasmorepeoplewillbeaffected
whenunexpectedeventsoccur.Informationsharingisanimportantwaytoenhanceresilienceina
disaster(Palenetal.,2010;Yang&Maxwell,2011),withthehelpofinformationandcommunication
technology(ICT)toolsthatarebecomingacceptableforfacilitatingcrisiscommunication(Pipek,Liu,
&Kerne,2014).InterpretingfurtherthespiritoftheHyogoFrameworkAction(UNISDR,2005),
theoverallcapabilitytocopewithhazardsisnotsolelyauthorityresponsibility,butisacombination
oftheself-organizingcapabilityoftheindividuals,communities,publicandprivateorganizationsin
affectedareas.Furthermore,theSendaiFrameworkforDisasterRiskReduction2015-2030outlines
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the importance of building resilience into policies, plans and programmes. Sendai Framework
encouragestheuseofinformationandcommunicationstechnologytoenhancemeasurementtools
andthecollection,analysisanddisseminationofdata,aswellastocollaboratewithpeopleatthe
locallevelthroughtheinvolvementofbothcommunity-basedandnon-governmentalorganizations.

Inbrief,theroleofICTtoolstoenablethesocietyingeneraltoadaptandrecoverfromhazards
andstressesisevident(Trnka&Johansson,2011),especiallytoensurethattherightinformation
flowssmoothlytotheintendedaudience.

Whatisresilience?UNISDR(2004)definesresilienceas“thecapacityofasystem,community
orsocietypotentiallyexposedtohazardstoadapt,byresistingorchanginginordertoreachand
maintainanacceptableleveloffunctioningandstructure”.Weadoptthisdefinition,andsuggest
thatresilienceshouldincludetheabilityofindividualsandcommunitiestoabsorbandprepareto
makeuseofthedifferentcrisismanagementcommunicationtechnologies,sothattheycanengage
andshareinformationbetterwitheachotherandwithpublicauthorities.Thedefinitionshouldalso
includethecapacityforlearningpracticalsecurityandprivacyknowledgeforbetteruseofICT-based
engagementtools.

Therecenttrendofubiquitouscomputingallowspeopletoshareinformationbyusingday-to-
daytechnologiessurroundingthem.Thepresenceofsocialmediaincombinationwiththepowerful
trendofcrowdsourcingforobtainingdatasharedbycitizens(Liu,2014;Liza,2011),hastosome
extentbeenacceptedasapartofcrisiscommunication,apartfromthedataqualityweaknessesthat
mayarisefromsocialmediainformation(Tapia&Moore,2014).Sharinginformationusingvarious
meansarguablyimprovesresilienceasindividualscancontributeinformationfastertotheauthorities,
aswellastothecircleoffamilyandfriendstheycareaboutandimprovethewayrespondersmanage
thecrisis(Lindsay,2011;Trnka&Johansson,2011).

However,thecrucialquestionsthatshouldbeaddressedare:howthoroughlyaretheprivacy
andsecurityconcernsconsideredinlinewiththeencouragementoftheinformationsharingamong
differentcomponentsofaresilientsociety?Doesinformationsharingincreasetheresilience,orcould
itinsomesituationsweakentheresiliencewhenafocusonsecurityandprivacyemerge?

Informationsecurityconcernsprotectinginformationindifferentcontexts:itsconfidentiality,
integrityandavailability(Avižienis,Laprie,Randell,&Landwehr,2004).Securityofinformationis
essentialtosomeorganizationsandactorsbeforetheyarewillingtoshareit(Liu&Chetal,2005).For
privatecitizens,trustconcerningprivacyprotectioniscrucial,coveringpersonalsensitiveinformation
(PSI)andpersonallyidentifiableinformation(PII,informationthatcanidentifythem)(Schwartz&
Solove,2011).Partoftheresilienceisthatourinformationisverifiablyunmodified,confidential,
availablewhenneeded,andaccessibletoauthorizedpersonnelonly.Thesemayinsomecasesseem
tobesacrificedoratleastprioritizeddowninadisastersituation,butshouldnotbe,andindeed
doesnotneedtobe.Onthecontrary,thenegligenceofsecurityandprivacycouldinfactharmthe
informationsharingbymakingsomeactorsreluctanttosharepotentiallyimportantinformation.

Thisarticlediscussesaselectionoftechniques,technologiesandtoolsthatareusedforinformation
sharinginsomecountries,orgeneraltoolsthatareusedworldwidesuchassocialmedia.Wediscuss
howindividualsandcommunitiescanbemoreresilientinacrisis,intermsofthewaytheyshare
information,byaddressingsecurityandprivacyconcerns.

Thearticleisdividedinto6sections.InRelated Works,wedescribetherelevantliteratureforour
case.Scope and Methodologydescribesourscope,researchquestionsandmethodology.InResults 
and Analysis,wereporttheresultandanalysisfromourstudy.Discussionandlessonslearntfromour
researchandimplicationsfordisasterresilienceispresentedinDiscussion, Solutions and Implications 
for Resilience.Conclusionisasummaryofthemainfindingsofthisstudyanditslimitations.
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2. RELATEd woRKS

Theliteraturereviewtargetsansweringthefollowingquestions:Howistheresiliencegenerallydefined,
andthen,linkedtothecommunityengagement,securityandprivacyinthecontextofacityasaunit
analysis?Howdoesinformationsharingtoincreaseresilienceappearintheliterature,andhoware
securityandprivacydiscussedintheresiliencecontext?Whatkindsofgapsexistwhendiscussing
communityengagement,theuseoftechnologies,security,andprivacy?

2.1. Resilience
Resilienceisanelusiveconceptasithasbeenusedforspecificdisastercontextselsewherewithout
resultinginaconsensusamongresearchers,evenfarbeforethis termwasmadepopular through
the issuanceof theHyogoFrameworkforAction(HFA)(UNISDR,2005).UNISDR(2004)has
providedthedefinitionofresilienceasthecapacityofasystem,communityorsocietypotentially
exposedtohazardstoadapt,byresistingorchanginginordertoreachandmaintainanacceptable
leveloffunctioningandstructure.HFApaysattentiontotheeffortsforstrengtheningofinstitutions,
mechanismsandcapacitiesatalllevels,inparticularatthecommunitylevel,thatcansystematically
contributetobuildingresiliencetohazards(UNISDR,2005).Whilethetechnologyandinformation
systemadmittedlycansupportforenhancingresilience,surprisingly,noneofprivacyandsecurity
issuesthatoftenfollowstheadoptionofcommunicationtechnologiesareaddressedinHFA.Likewise,
whiletheintentionistoreframetheresilience,notechnologyaspectisdiscussedinanyofthethree
storylinesofresilienceproposedbyAldunce,Beilin,Handmer,andHowden(2014):mechanistic/
technocratic,community-basedandsustainability.Accordingly,nosecurityandprivacyissuesexist
inthearticle.Thetechnologyaspect ismentionedonlyforpointingoutits irrelevanceasit is in
favouroftwootheraspectsthatarebelievedmorerelevantandsignificantforbuildingcommunity:
communityself-resilienceandparticipation.

Rogers (2013) suggests the concept of resilience as the organisational and technological
resilience.Infact,whenitcomestothetechnologydimensionofresilience,thisaspectisinterpreted
as“criticalinfrastructure”,andthus,whenthetechnologyislinkedtotheorganisations,itbecomes
“amechanismforgoverninginfrastructurefromadistanceandelicitingobedience”—astate-centric
one.Suchnotionsexcludethecommunityparticipation.Inprinciple,Rogersadvocatesthecommunity
resilienceideaandurgestheshiftfromwarningandinformingtoincreasedpersonalpreparedness
andresponsibilityneededinpublicparticipation.Itshouldbere-articulatedinsuchwaythatitdoes
notappearasareproductionofpassiveengagemententrenchedinthestate-centricmodel.However,
howtechnologycancontributetothisproposedshiftingismissingfromthisproposal.

Another comprehensive review on resilience is conducted by Bhamra, Dani, and Burnard
(2011)andManyena(2006).InBhamra,Dani,andBurnard(2011),whilethefocusisresiliencein
organisationallevelcontext,theauthorsareconductingageneralresiliencesurveyintheliterature.
Theauthorspointoutthatthegeneraldefinitionofresilienceiscloselyrelatedtothecapabilityand
abilityofanelementtoreturntoapre-disturbancestateafteradisruption.Infact,accordingtothe
authors,applyingthenotionofresiliencetocommunitiesandthewidercontextoforganisationsdoes
notchangethisbroaddefinition.Finally,Bhamraetal.(2011)suggestanumberofareasforadvancing
resilience research, in particular: the relationship between human and organisational resilience,
understanding interfacesbetweenorganisationaland infrastructural resilience.Again, the roleof
technologyispresentedvaguelyas“infrastructuralresilience”withoutsupplementaryexplanation.

InManyena’swork (2006), the researchers’ challenge toachieveconsensusondefinitionof
resilienceareaddressed.Resilience,isadmittedlyhavingavarietyinthemeaning.Thevagueness
oftheconceptisevenexplicitlymentionedinthisarticle.Manyena(2006)suggestsnotmakinga
problemofhavingmultipledefinitionsofresilienceaslongastheydonotharmconceptualisation,
becausereachingconsensusisnotanenditself.Atthesametime,theauthorproposesresilience
definitionas“…capacityofasystem,communityorsocietypredisposedtoashockorstresstoadapt



International Journal of Information Systems for Crisis Response and Management
Volume 9 • Issue 3 • July-September 2017

39

andsurvivebychangingitsnon-essentialattributesandrebuildingitself…”Equally,theroleofthe
physicalaspectsofresiliencesuchastechnologyandinfrastructurearenotcompletelyneglected,but
theyaresecondary,astheneedtomainstreamresiliencebuildingthroughpeopleisakeyofdisaster
riskreductionandrecovery.Nottomentionsecurityandprivacyaspectsandhowtheycouldrelate
tocityresilience,whichareclearlyoutofscopeoftheabovementionedstudies.Albeittherecent
emergencymanagementsystemisundulyrelyingonnewandoftenunprovenhardware,computing
technology,systemsofintelligencegathering,andthelike, topredict,prevent,ormitigatefuture
threats(Birkland,2009),howresiliencewithrespecttosecurityandprivacycancomeintotheoverall
resiliencepictureremainsblurred.

Giventhesepoints,thereisacleargapinthegeneraldefinitionofresiliencewheretheroleof
technologyinimprovingresilienceis,tosomeextent,inadvertentlyneglected.Itcouldalsobebecause
ofthedifficultiestocapturetheresiliencedetails,iftheeffortintheliteratureistofindageneral
definitionofresiliencethatworksforall,orsimplysuchtechnologicalrolesdoesnotfitwithinthe
community,organisationalorcityresilienceframework.

Specific keywords search in SCOPUS using the combination of the following words: ICT,
community,engagement,resilien,city,privacy,securityinthejournalsandsocialsciencefield,only
returnsfivearticles,withtwoofthemarerelevant,i.e.Haworth(2016)andGil-Garcia,Zhang,and
Puron-Cid(2016).Twootherarticleswithrespecttomobilebankingadoptionandruralageingwere
offtopic.Theresultsonlyaddonemorearticleeventhoughweexpandedthefieldofsearchintolife,
physicalandhealthsciences.ThearticlehighlightstheroleofVolunteeredgeographicinformation
(VGI)tothewidespreadcreationandsharingofgeographicinformationbyprivatecitizens,through
tools such as online mapping tools, social media, and smartphone applications for supporting
emergencymanagement.Inthisstudy,Haworth(2016)reportsthatthedigitaldivide,datamanagement,
misinformation,andliabilityconcernsareperceivedasthechallengesofthecrowdsourcingtypeof
datacollectionandsharing.Interestingly,althoughthestakeholdersinthisresearchstronglysupport
empowermentofcitizenandcitizen-producedinformation;accuracy,managementandliabilityare
themainconcerns,exceedingthesecurityorprivacy.Inaddition,nospecificdefinitionofresilience
isproposed,exceptthatcommunityengagementandcitizensupportedmapinformationcontributes
positivelytowarddisasterresilience.Inshort,intheresiliencecontext,communityengagementis
perceivedasawayforsharingresponsibilityinemergencies.

Removing“community”and“engagement”intheSCOPUSsearchresultsinninearticles,but
thenthecybersecuritytopicisbecomingprominent.Onlyoneadditionalworkcanbeconsidered
relevant(Oh,Agrawal,&Rao,2013).ThedefinitionofresiliencethatincludesICToftentreatsitas
criticalinfrastructure.Thus,theresiliencedefinitioncovershowtoenablesuchsystemstosurvive,
and fulfil the resilient principles such as reorganization, absorption, functional redundancy, and
physicalredundancy(Jackson,2013).However,itisalsonotclearifitisapplicabletoICTinterms
ofitsusageforcommunityengagement,communityresilienceandcityresilience.Thedefinitionof
resiliencefromtheperspectiveofengineering,technologyandICTisofteninflexible,andputastress
onthepropertiesofphysicalinfrastructuretocopewiththehazard,andrarelyputinthecontextof
society.Toputitdifferently,thelinkbetweentechnologyandcommunityisstillmissing.

Ourworkseekstounderstandwhatpropertiesthatmakecommunityengagementthroughthe
useofinformationandcommunicationtechnologyabletocontributetothecommunity’sresilience
to disaster. The vagueness of the resilience concept, the lack of consensus on the definition of
resilienceandthelackingtechnologicalaspectsinsomeimportantdocumentsencouragingcommunity
engagement and collaboration are noticeable. Under those circumstances, we are open to the
developmentandchangeofthedefinitionofresiliencesothatitencapsulatesthemeaningwetryto
captureandapprehend.AsalsomentionedintheDFIDframework,inonehand,resilienceshould
beplacedina“context”,andallowacoherentanswertothequestion“resilienceofwhat?”.Onthe
otherhand,itshouldalsocover“thedisturbance”,allowingonetoaddressthequestion(DFID,2011).
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In some literature, city resilience stands on the partnerships and community resilience
(Coles & Buckle, 2004; Norris, Stevens, Pfefferbaum, Wyche, & Pfefferbaum, 2008; Wells et
al., 2013).They interpret community resilienceas community capabilities thatbuffer it fromor
support effective response to disasters. Such capabilities include effective risk communications,
organizational partnerships, and community engagement to improve, prepare to and respond to
disaster.Communication through information sharingandknowledgeexchange isone important
keysforpartnerships,whicheventuallyistheveryfundamentofcommunityresilience(Ploughetal.,
2013;Wellsetal.,2013),andsocialmediacanbeonemodeofhowtoachievethat(Dufty,2012).

Forthisarticle,weprefertheuseofspecifiedresilience“ofwhat”,and“towhat”asalsosuggested
by(Carpenter,Walker,Anderies,&Abel,2001)tohelpusgofurtherbeyondthegeneralresilience
definitionsthatoftenproposedelsewhereintheliterature.Wesuggestaworkingdefinitionofresilience
inthisworkasanadaptationofUNISDR’sresiliencedefinitiontofitthecitycontextandprovidea
roomforthecommunityengagement.TheuseofICTtechnologiesinthedisaster,improvementfor
securityandprivacyofinformationsharingtools,andresilientcommunicationshouldasmuchas
possiblebeencapsulatedinthedefinition.

Torepeat,UNISDR(2004)definesresilienceasthecapacityofasystem,communityorsociety
potentiallyexposedtohazardstoadapt,byresistingorchanginginordertoreachandmaintainan
acceptableleveloffunctioningandstructure.Inthecitycontext,weadaptthisdefinition,andsuggest
thatresilienceshouldincludeexplicitlyalltheimportantelementsinacity(individual,community,
organizations,andauthorities)aswellasphysicalinfrastructureandenvironmenttoadaptbyresisting
orchanginginorder toreachandmaintainacceptable leveloffunctioningandstructure.This is
determinedbythedegreetowhicheachelementinalllevelsarecapableoforganizingthemselves
toincreasethiscapacity.Embeddedinthiscapacityistheabilityofindividualsandcommunitiesto
absorbandpreparetomakeuseofthedifferentcrisismanagementcommunicationtechnologies,so
thattheycanengageandshareinformationbetterwitheachotherandwithpublicauthorities.The
definitionshouldalsoincludethecapacityforlearningpracticalsecurityandprivacyknowledgefor
betteruseofICT-basedengagementtools.

2.2. on Information Sharing, Security and Privacy
Indeed, sharing information is important, but recognizing factors (Yang & Maxwell, 2011) and
challenges(Bharosa,Lee,&Janssen,2010)thatinfluencethesuccessofinformationsharingiseven
morecrucial.Different studieshavementioned thatmotivations, approachesandchannelsaffect
successful informationsharingandindeedthe technology.Asoftendiscussedin theTechnology
AcceptanceModel(TAM),acceptanceoftechnologyisactuallyinfluencedbymanyfactors(Aedo,
Díaz,Carroll,Convertino,&Rosson,2010;Lee,Bharosa,Yang, Janssen,&Rao,2011;Turner,
Kitchenham,Brereton,Charters,&Budgen,2010),suchasusefulness,beingeasytouse,trust(in
givingpersonalinformation,inthetechnologyitself),subjectivenorms,perceivedinnovativeness,
andmanymore.Likewise,acceptanceoftheuseoftechnologyforcommunicationinemergencies
andsharingareaffectedbysimilarfactors(Cha,2014).Notethattrustisactuallyoneofthemain
factorsthatinfluencewhetherornotpeoplewillshareinformation.

Atthispoint, theimportanceofsecurityandprivacywillgraduallycomeintotheresilience
pictureviathefollowingsequenceofcause-effects:theresilienceofthecityisbuiltuponcommunity
resiliencewhichisbasicallytheengagementofindividualcitizensinadisaster.Communityresilience
itselfisbuiltuponthewillingnessofindividualsandorganizationstocooperateandshareinformation
throughexistingorplannedcommunicationchannelsthatmoreandmorereliesonICTs.Attitude
toprivacyisverypersonal(Cottrill&“Vonu”Thakuriah,2015),whetherornotanonymitymatters
forthem,thussecurityandprivacywillbeimportant.Forsomegroupsofindividualsinthesociety,
lackofsecurityandprivacyreducesenthusiasmforsharinginformation.Thechainofweakening
reverseeffectswilleventuallydivertthecity’sgoalfromachievingresilience.
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Privacyandsecurityoftenappeartogetheralthoughthesetwoconceptsareactuallydifferent.
Therearemanydifferentdefinitionsofsecurity,dependingontheproblemdomainandthefocus,and
sincesecurityisaverycomplexconcept,itisoftendefinedwithafocusoncertainaspectsofsecurity
ratherthanthecompleteabstractconceptofsecurity.However,inthebroadestmostabstractsense,
securitycanbedefinedas“thestateofbeingfreefromdangerorthreat”(Oxforddictionaries)or
“thestateofbeingprotectedorsafefromharm”(MerriamWebster).Appliedtocomputers,networks
and information (Assel,Wesner,&Kipp, 2009), there are correspondingdefinitions focusedon
protectingcomputerhardware,software,networks,andinparticularinformation(Assel,Wesner,&
Kipp,2009;Smith,Dinev,&Xu,2011).Whatinformationprotectionentailsisoftendividedinto3
(the3first)or4differentconcerns;

• Confidentiality:Thatonlyauthorisedpersonnelareabletoaccesstheinformation.
• Integrity:Thatonlyauthorisedpersonnelareabletomodifytheinformation.
• Availability:Authorisedpersonnelareabletoaccesstheinformationwhenneeded.
• Authentication:Verificationoftheidentityofauthorisedpersonnel.

Privacyisanimportantrelatedconcernwhichisequallyacomplexissue(Bélanger&Crossler,
2011).Itincludestheabilitytokeeppersonalsensitiveinformationconfidentialandtocontrolthe
disseminationofpersonalinformationingeneral,aswellas“therighttobeletalone”andpersonal
autonomy.IntheInternetage,therearenewchallengestoprivacyintheformofprotectionofonline
information(Cavoukian,Taylor,&Abrams,2010),trustingthethird-partystorageproviders(Galiero
&Giammatteo,2009),andaccountableprivacysupportingservices(Camenisch,Groß,&Heydt-
Benjamin,2009).Themethodsusedforonlineprivacyprotectionareoftensimilartooridenticalto
themethodsusedininformationsecurity,suchascryptographicallyprotectedcommunicationand
informationstorage(Bharosa,Janssen,&Tan,2011;Hildebrandt,2013),andprivacyandsecurity
shouldexistby-design(Camenischetal.,2009;Chik,2013;Cottrill&“Vonu”Thakuriah,2015;
Galiero&Giammatteo,2009;Hong&Landay,2004;Lederer,Hong,Dey,&Landay,2004;Parrish,
2010).

Measuringsecurityandprivacyisnoteasy.Alotofmetricshavebeenproposed(Stolfo,Bellovin,
&Evans,2011),butmanyofthemarenoteasilyusedbynon-securityexperts.PekárekandPötzsch
(2009)andHull,Lipford,andLatulipe(2011)addressestheprivacyissuesincollaborativeworkspaces
andsocialnetworks,whichalsocanbeincludingtheconsentdilemma(Solove,2012).Pekárekand
Pötzsch(2009)compareWikipediaandFacebookandpointoutthatinboth,itisquitesimplefor
thirdpartiestogainaccesstopersonaldatawithoutinfringingthetechnicalrulessetoutfortheuse
ofthesystems.InthecaseofFacebookthisisduetothebeliefontheprivacydefaultsettingsare
optimum,ortheusershavenointerestinprivacysettingsatall.ForusersofWikis,customisationis
simplynotforeseenbytheapplication,andthusthegeneraluserisoftenallowedaccesstoalimited
setofpersonalinformation,i.e.abasicprofileortheuserpage.Inthemeantime,Hulletal.(2011)
discussfurtherFacebookprivacyissuesarisingfromfeatures,allowingnon-frienduserstoseethe
contentssharedforspecificfriends.Inbrief,privacyandsecurityissuesthatmayarisefromdifferent
informationsharingtoolsareevident,butinfact,itwillalsodependuponwhattypesofusersthat
willusethetool.

3. SCoPE ANd METHodoLoGy

3.1. Scope
To clarify the focus areas of our research, we suggest metrics to assess security and quality of
engagement tools that are useful for people with limited computer security background and no
accesstosysteminternals.Inotherwords,asetofmetricsthatareintendedtobeeasytousee.g.for
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researchersandpractitionersinEmergencyManagement.Finally,intheoutcomeofthisstudy,wewill
discussthepropertiesofthreedifferentusergroupsregardingthewillingnesstoshareinformation
inadisaster.Fromthispointofview,wewillthendiscussqualitativelyhowthesepropertiesaffect
resiliencewithexamplesorscenarios.

3.2. Research Questions
Thecentralresearchquestions(RQs)inthispaperareasfollow:

RQ 1: What is a good pragmatic approach to evaluate security and privacy of tools for citizen
engagementindisasters?

RQ 2:Whataspectsofinformationsharingforsupportingdisasterresiliencearenotwellcovered
incurrentstateoftheart?

RQ3:Inwhatwaycansecurityandprivacyconcernsstrengthenorweakenthedisasterresilience?

Thereareseveralpracticalexamplesbehindourearlierquestionsandarguments.Implementation
ofencryption,forexample,acommonmethodtoprotectinformation,isresourceconsuming.Ifthe
securityisverystrongandcomplex,itcanmakeimplementationandexecutionofthesystemhard,and
usagemorecomplicated.Theendresultcouldbethatgoodintentionsleadtomakinginformationless
availableratherthanmore.Tosupportourresearch,wewillinvestigateseveralcasesandexamples,as
wellascarryoutathoroughanalysisonthesecasestoshowtherelevanceofourresearchquestions.
Wewillalsosupportthisbylookingatthecurrentinformationsharingtoolsandprovidingscenarios
wheresecurityandprivacycanbehighlyimportant,butcurrentlyoftenoverlooked.

Thecontributionsofthisarticlearefourfold.First,weproposeevaluationcriteriaforsecurityand
privacyofinformationsharingtoolsthatarecommonlyusedordesignedforcommunityengagement
andinformationsharingpurposeinadisastersituation.Second,weperformanevaluationofarelevant
selectionoftoolsaccordingtoourevaluationcriteriaandforsomeselectedcases.Themethodisnon-
intrusive,basedonpublishedinformation,documentation,andpolicies.Third,wesuggestpractical
recommendationsforstakeholderswantingtoimplementanewengagementtool.Fourth,wedefine
groupsofusersasastartingpointtoenableustodiscusspropertiesofgroupsthatcancontributeto
strengtheningthecityresilience,andtodiscusshowtobuildsynergyandminimizetrade-offsbetween
security,privacyandresilience.

3.3. Methodology
Weuseathree-stageprocedure,i.e.investigatingdifferentmetricsforevaluatingsecurityandprivacy,
reviewingaselectionofinformationsharingtoolstotestourproposedevaluationmetrics,andfinally
examiningdifferent typicalusergroupsand theirneedsforsecurityandprivacy tobewilling to
shareinformation.Weusetheresultsasabasisforcomingupwithasetofrecommendations.Our
methodologyisasfollows:

Stage 1: We investigate different methods or metrics for evaluating the security and privacy of
informationsharingtools,andthenselectmethodsthatarenon-obtrusive,allowingustoobserve
withoutbeinganinsider.

Stage 2:Inthisstage,weselectedsamplesoftoolsforinformationsharing,astherearemanytools
availableforuseinnon-crisisandcrisissituations.Ineachstageoftheemergencymanagement
cycle(preparedness,response,recoveryandmitigation),differentinformationsharingtoolsmay
beused.ThesemetricsandtoolswillformabasisforansweringRQ1andRQ2.

Stage 3:Inthethirdstage,weexaminetheusecasesinmoredetail,i.e.:
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◦ Whistle-blowers: (“Thedamisgoing tobreak,but themanagerwants tohush itdown
insteadofevacuatingthevalley!”).Whistle-blowershaveastrongneedforprotection,or
eventheirphysicalsecuritycouldbeendangered.

◦ Social Media Users:Twitterersandothersocialmediamemberswritinginformationthatis
accidentallyorintentionallyrelevantforacasebutaimedatfriends/familyandharvestedby
sometool.Thegeneralsocialmediausingpublicexpectacertainlevelofsecurityandprivacy
inthesocialmedia,andtheyshouldbeabletoexpecttheirprivacytoberespectediftheir
postsareharvestedforemergencymanagementuse,e.g.byanonymizationoraggregation.

◦ Active HelpersandDisasterActorsi.e.Peopleenteringinformationintoatoolwiththe
expresspurposeofmitigatingthedisasterandstrengtheningtheresilience.Theyknowwhat
theyaredoing,andinmostcases,weonlyneedtoprovideaminimumofsecurityandprivacy.

ThesethreegroupsofuserswillbecentraltodiscussRQ3–ifprivacyandsecuritystrengthen
orweakenresilience(section5).

3.4. Procedures
Toimplementthemethodologydescribedearlier,weconductthefollowingprocedures:

Stage 1-Metrics.Therearemanycriteriathatcouldbeusedtoevaluatethesecurityofthesystems
inquestion,amongothers:

◦ Security by Design/Built-In Security:Thisisacommoncriteriaforevaluationofsecurity
(Fernandez,2004).Thesystemshouldbedesignedandbuiltwithsecurityasafundamental
requirementfromthestart,notasanafterthought.However,thiscriterionishardtojudge
inourcasebecausewearedoingblack-boxevaluation.Inotherwords,securitybydesignis
onlypossibletoevaluatewithsomedegreeofcertaintyforinsiders,andisnoteasytojudge
withoutknowingthetechnicaldetailsofthetool.Therefore,thiscriteriaisnotincludedin
ourevaluation.

◦ Aspects of Security:Securityhasdifferentaspectsthatcanbediscussedseparately(Avižienis
etal.,2004):confidentiality,integrityandnon-repudiation,andavailability.Itisimportant
thattheseaspectsarecoveredbytheselectedmetrics.Authenticationisalsoessentialto
ensurethattheuserisauthorizedtoaccessinformation.

◦ Testable security criteria:BasedonthelistedsecurityaspectsasshowninTable1,weselect
thefollowingsetofcriteriaforsecurityevaluationsincetheyareimmediatelyobservable
andtestableasauserontherunningtool.

Table 1. Principles of Security

Security Aspect Tested

Confidentiality Securedcommunication(https/ssl/tls)

Integrityandnonrepudiation
Securedcommunication(https/ssl/tls)

Canmessagesbedeletedormodified

Availability Systemisavailableattimeoftesting

Authentication
Passwordstrengthrequirements

2-factorauthenticationavailable



International Journal of Information Systems for Crisis Response and Management
Volume 9 • Issue 3 • July-September 2017

44

Concerningprivacy,thePrivacybyDesignconceptisessential.Itisbasedonseven“foundational
principles”(Cavoukian,2006)asseenintheTable2.Thefactorsthatcanbetestedtogiveanobjective
resultinourscenarioaremarkedassuchinthetable:

Severalofthesecriteriaarevagueandhardtogiveabinaryscore,andsomerequireinsider
information.And,notallsecurityrequirementscanbetested(Pfleeger,2012).Therefore,wehave
madeaselectionoftheprivacyandsecuritycriteriaandconcretizedthemintotheteststhatcan
beseenintheTable3.ThedefinitionsandapplicationsofthesemetricsareprovidedinSection4.

Stage 2-Tools.Whichtoolsarepreferredtousecanalsovaryfromcountrytocountry,andfromhazard
tohazard.AwiderangeofICTtools,andtechnologieshasbeenproposedandused,ranging
fromWikis,Smartphoneapps,socialmedia(especiallyFacebook,YouTubeandTwitter),and
otheronlineengagementandreal-timecommunitymappingtools.

UshahidiorGoogleCrisisResponseareexamplesoftoolsforcommunitymapping.Someof
theseICT-basedtoolssupportcrowdsourcing.Indifferentcountries,smartphoneappsforemergencies
havebeenwidelyusedascommunicationtoolsbythegovernmentsuchasFEMAApp,Hurricane

Table 2. Principles of the Privacy by design

Principles Testable

Proactivenotreactive;Preventativenotremedial

Privacyasthedefaultsetting X

Privacyembeddedintodesign

Fullfunctionality–positive-sum,notzero-sum

End-to-endsecurity–fulllifecycleprotection X

Visibilityandtransparency–keepitopen

Respectforuserprivacy–keepituser-centric

Table 3. Testable metrics for our research purpose

Metrics What to check Privacy/ security 
aspect

Encryptedcommunication Communicationoverhttps/ssl/tls confidentiality,
integrity

Passwordminimumrequirements e.g.requirementsforminimumlength,combinationof
characters authentication

Optional2-factorauthentication Extrafactorinadditiontopassword,e.g.one-timecode
frommobileapporSMS. authentication

Systemisonlineattimeoftesting Simplytestingthatitispossibletousethesystemattime
oftesting. availability

Privacypolicystatementonweb
pageorinapp

Privacypolicystatementvisiblefromhomewebpageor
appstartscreen privacy

Privacyconfigurationavailable Isitpossibletomodifytheprivacysettingsfortheuser? privacy

Privacy-preservingoptionsas
defaultsetting

Ifprivacyconfigurationisavailable,dothedefault
settingspreserveprivacy? privacy
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App(USA),DisasterAlerts,Emergency+,FirstAidorFireNearMe(Australia).Globally,someapps
havebeendevelopedtoalertofearthquakessuchasQuakeWatch,EarthquakebuddyorDisasterAlert.

Fortestingpurposes,wehavelookedatdifferentcategoriesofinformationsharingmodelsto
supportcrisis,i.e.Wiki-basedtools,alargenumberofmobile-apps,andsocialmedia,community
mapping. We have only included those that are formally adopted or recommended as crisis
communicationtoolsinaspecificcountry,orregion.Wevariedthegeographicalareaoftheorigin
ofthetoolsandincludedgloballypopularsocialmedia.Theavailabilityofthesetoolsfortesting,
andenablingcitizenengagement,wereadditionalcriteriaweusedwhensearchingforthem,thuswe
omittedthecommercialones.Itisworthtomentionthatitisnotourintentiontoprovideanexhaustive
listofengagementtools.Ourgoalisrathertoprovideexemplarycaseswhereitispossibletouseand
testourproposedcriteriatoevaluatethesecurityandprivacymatters.Thelistofthetoolscovered
inouranalysisisasfollows:

• Wiki-Based Tools:WehaveselectedthetwoWikisWiki for professionalsandEmergency 2.0
Wiki . Wiki for professionalsisaproductfromtheEUFP7PEP(PublicEmpowermentPolicies
inCrisisManagement)projectthattriedtoengagedpublictotakeconcreteactionsandshare
informationincrisispreparedness,planningandresponse.Inclusionofpubliccommunication
initiativesinauthoritycommunication,accessibilityandinclusivenessofauthoritycommunication
andmakinginformationwidelyavailableandfindable,areamongthestrategiesthatareconsider
bythePEPprojectaskeyenablersforpublicempowerment.

• Mobile Apps:FEMA App:Theappcanbeusedforsharingdisasterpictures,saveacustomlist
oftheitemsinyourfamily’semergencykit,aswellastheplacesuserswillmeetincaseofan
emergency,andlocationsofopenshelters.Emergency+isanationalappcirculatedbyAustralia’s
emergencyservices toenablepeople tocall therightnumberat theright time,anywhere in
Australia.Theappusesamobilephone’sGPSfunctionalitysocallerscanprovideemergency
call-takerswiththeirlocationinformationasdeterminedbytheirsmartphone.Emergency+also
includesSESandPoliceAssistanceLinenumbersasoptions,sonon-emergencycallsaremade
tothemostappropriatenumber.

• Social Media:AstudyinthePublicEmpowermentPolicies(PEP,2016)projectshowsthat
Facebook,Twitter,blogsandYouTubearemostpreferredsocialmediaforpreparedness,response
andrecovery.Forourtestingpurpose,welookatTwitter,YouTube,FacebookandGoogle+that
arepopularchannelsforcommunication,alsoaboutdisasters.

• Community Mapping:Thesetoolsareoftenusedwithacrowdsourcingapproachtoinformation
sharingorparticipatorymapping.Agroupofdigitalvolunteersworkstogetherinacommon
sharedmapintendedforimprovingtheknowledgeaboutdisasterinformation,suchaslocation
ofshelters,victims,hospitals,thesupplyneeds.UshahidiandGoogleCrisisResponse,willbe
usedasexamplesinthisarticleforfurtheranalysis.

WedonotelaboratefurtherStage3asitisquiteclearlydescribedintheMethodologySection.

4. RESULTS ANd ANALySIS

Insection4and5,weanswerthethreequestionsposedinsection2.First,weconsiderRQ1:Whatisa
goodpragmaticapproachtoevaluatesecurityandprivacyoftoolsforcitizenengagementindisasters?

To answer this question, we have proposed a set of metrics that are testable from the user
perspective.Itmeansthatanorganisationofinstitutioncanquicklyevaluatesharingtoolsthatare
available in themarket (as free,open-sourceorcommercial tools).We investigateaselectionof
existingsolutionsthatarealreadyinplacesotheycanbetestedaccordingtotheselectedcriteria.
ThedefinitionofeachmetricusedforevaluationisshowninTable4.
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Theevaluationresultsofthesecurityandprivacyofdifferenttoolsusingourselectedmetrics
ispresentedinTable5.Therowliststhetestedtools,whilethecolumnscapturesthemetricsused
for testing.Wenotice thatoneaspect that isnotwellcoveredishowtheusability isaffectedby
thesecurityandprivacy.Isthetoolmorecomplicatedtousebecauseoftheincreasedsecurityand
privacy?Oneofthemetricstouchesonthis,regardingthegooddefaultsforprivacy.Ifonehasto
modifyseveralcomplexsettingstogetthesystemintoanacceptablestateregardingprivacy,asis
thecaseinparticularforsocialnetworksites,theusabilityobviouslysuffers.However,tocapturea
morecompletepictureofthisissuewouldrequireamuchmoreresource-consumingusertestingand
isoutsidethescopeofthisstudywhichisfocusedonsimple-to-testmetrics.TheresultsinTable5
areusedtoanswerRQ 2: What aspects are not well supported concerning the information sharing 
for supporting disaster resilience in current state of the art?

Weseethattheteststoallthreesocialmediaoptionsgivealmostthesameresults.Ingeneral,
theyarereasonablywell-protectedfromasecuritypointofviewandallowtheuserstocontroltheir
privacy–howeverwithlessthanprivatedefaults.Inaddition,theusersmayretracttheirmessages
withouttrace,andinthecaseofFacebook,editamessageafterposting–withanindicationthatthe
messagehasbeenedited.NotethatTwitteralsohasguidelinesforuseincrisissituations(Twitter,
2016).Thewiki-basedtoolsaremuchweakeronsecurity,havingunencryptedcommunicationand
littleornorequirementsforpasswords.Therealsoseemstobelittlefocusonprivacy,andindeedthe
wikiconceptisallaboutopennessandinformationsharing.

Ontheotherhand,allchangesarelogged,soinformationcannotberetractedundetectedonce
posted.NotethattheEmergency2.0Wikirequiresmanualstepstoaddanewuser,sowehavenot
beenable to test thisas thoroughlyas theother tools.Themobileappsareboth limited to their
respectivenationalaudiences,andourresultsthereforedependonwhatcanbeglancedfrompublic
documentationanddescriptions.Amongthecommunitymappingtools,Ushahidiisspecialinthat
itisnotonesingletool,butratherasystemtobeconfiguredanddeployedintimeofneed(e.g.in
Nepalaftertheearthquakesinspring2015),andthereforewehavesampledaselectionofdifferent
Ushahidiinstallationstocapturearepresentativeimpressiononwhichwebasetheresults.Whatis
particularlyinterestingaboutUshahidiisthatitallowsanonymousmessages,withoutthecreationof

Table 4. Security-Privacy Metrics and Definition

Metrics Definition

Securecommunication Ifthetoolisaccessedthroughasecureconnection(https)ornot.

Passwordrequirements
Iftherearerequirementstothepasswordstrengthusedtologinandusedthetoolsor
services,e.g.minimum6characters,mixoflettersandnumbers,orhavetoinclude
specialcharacters.

2-factorauthentication Iftheusersneedtoprovideadditionalauthenticationinadditiontothepassword,e.g.a
codesenttothemobilephone.

Availability Iftheserviceisavailableatthetimeoftesting.

Privacypolicy Ifthereisaclearprivacypolicystatementavailable.

Configurableprivacy Ifusershaveafreedomtodecidewhichpersonalinformationtheyarewillingtoshare
intothetool.

Privacyasdefault
Ifthedefaultsettingoftheprivacyispublicorprivate.Forexample,thedefaultsettingof
theFacebookprofilepictureisopentotheworld.Userswhoarenotawareofthisdefault
setting,mayaccidentallysharehis/herpicturealthoughitwasnottheinitialintention.

Askingunneededpersonal
info

Ifthetoolasksunnecessarypersonalinfowhenregisteringfortheservice,suchasbirth
date.

Modifyordeleteafter
reporting Ifthetoolallowsmodificationordeletionofamessageafteritissubmitted.
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anaccount,asopposedtomostoftheothertools.Googlecrisisresponseconsistsofseveraltools,we
havechosentoevaluatethepersonfinder.Asnofullyoperationalpersonfinderwasavailableattime
oftesting,webaseourresultsonatestsetup.Inthesameway,Facebooksafetycheckisonlymade
availableinparticularlarge-scaleemergencies,andonlyforpeopleintheaffectedregions,soitis
notpossibletotest.Therefore,theseresultsarebasedoninformationgatheredfromdocumentation
andotherrelevantsources

5. dISCUSSIoN, SoLUTIoNS, ANd IMPLICATIoN FoR RESILIENCE

Inthissection,wewillanswerRQ3:Inwhatwaycansecurityandprivacyconcernsstrengthenor
weakenthedisasterresilience?Weanalysethewillingnessofdifferentgroups(whistle-blowers,social

Table 5. Test Results of the Security and Privacy of the Information Sharing Tools

Security Privacy Non-repudiation
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Modify/delete after 
reporting

Social Media

Twitter Yes Yes Yes Yes Yes Yes No Yes Yes(delete)

Facebook Yes Yes Yes Yes Yes Yes No Yes Yes(marked)

Google+ Yes Yes Yes Yes Yes Yes No Yes Yes

YouTube Yes Yes Yes Yes Yes Yes No Yes Yes(delete)

Wiki-based Tools

Wikifor
professionals No No1) No Yes No2) No No No Yes(log)

Emergency2.0
Wiki ?3) ? ? Yes Yes4) ? ? ? ?

Mobile App

FEMAApp ?5) No No No6) Yes No Yes No No(moderated)

Emergency+ N/A7) N/A N/A No8) No No No N/A No

Community Mapping

Ushahidide-
ployments9,10) Optional11) N/A N/A Yes12) Yes13) Yes14) Yes Option-

al15) No

GoogleCrisis
Response Yes Yes Yes No16) Yes17) No No No Yes

Facebooksafety
check Yes Yes Yes No18) Yes Yes No Yes N/A

Instant Messaging

Skype Yes19) Yes No Yes Yes Yes No Yes Yes(marked)

Table notes: 1) Allows e.g. “123” which is a very weak password.; 2) Link present, but no text.; 3) Test user activation pending; 4) Activated LinkedIn 
group membership; 4) Via Terms of Use; 5) No information if photo upload is secure; 6) No personal identifiable information (PII) sent; 6) Only available in 
USA.; 7) Only for making phone calls; 8) Only available in Australia; 9) https://beinglgbtinasia.crowdmap.com;10)Deployment in Sweden http://www.dis-
krimineringskartan.se; 11) Depends on deployment. No PII sent by default.; 12) Deployed when needed; 13) Depends on deployment; 14) For deployment 
managers, not for end-users; 15) Anonymous allowed; 16) Deployed as needed; 17) Basic warning info only. 18) Activated when/where needed; 19) Call 
from skype to phone is not encrypted across the phone network.
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mediausersandactivehelpers)toshareinformationduringacrisisbasedoneachgroup’spreference
onrequiredsecurityandprivacystrength.Acity isusedasexemplarycase inouranalysis.Our
discussionwillfocusonthreepoints:1)Situationsthatwillstrengthenorweakentheresilience,based
onusergroupperspectives;2)Thepredictedpreferabletoolsofeachgroup;and3)Theinformation
flowmodelbasedonthetestedtoolslinkedtothepredictedneedforsecurityandprivacy,anduser
groupcategoriesthataresuitedforeachinformationflowmodel.

Table6depictstheproposedframeworktoanalysethewillingnesstoshareinformationgiven
differentprivacyandsecuritystrengthintheengagementtools.Therowsrepresenttheusergroups.
Thecolumnscapturethestrengthcategoriesofsecurityandprivacyembeddedinthesharingtools
i.e.“Noprivacy/security”,“Averageprivacy/security”and“Strongprivacy/security/anonymity”.
The light grey areaon the right side represents theoptimal smooth information flow to thecity
stakeholders,whenthepreferableprivacyofusersmatchestheprovidedinformationsharingtools.
Thedarkgreycolourareainthemiddle,showstheinformationflowtothecitywhenthesecurity
andprivacylevelofthetoolsisaverage.Whiletheblackareaintheleftsideisasituationwhere
onlypeoplewhodonotbothersomuchaboutprivacy,motivatedbyaltruisticspiritandwouldjust
helpfacilitatingthecommunications.Inthissituation,wemaylosethepotentialinformationfrom
twoothergroups,i.e.Whistle-blowersandsocialmediausers.

Table6impliesthatactivecitizenengagementforsharingdisasterrelatedinformationonlyoccur
ifthestakeholderscanprovidetoolsthatincorporatedifferentgroups’requirementforsecurityand
privacy.ThegreyareainTable6representstheinformationflowfromdifferentusergroupsthat
maybeweakenedorblocked.

Strongprivacycouldalsoincludeanonymity,whichwillencourageWhistle-Blowers,sincethey
cansubmitreportswithoutriskofrepercussions.IfweconsiderouranalysisinSection4,theWhistle
Blowerwilltendtousee.g.Ushahidi-typetoolswherereporterscanprovideinformationwithout
beingidentifiedorrequiredtologin.However,Ushahidi,ofcourse,isverymuchdependentupon
thepreferenceanddeploymentconfigurationofthesystemownersiftheywouldliketoencourage
submissionofinformationfromWhistle-BlowersoronlyfromActiveHelpers.

WhydowecareaboutWhistle-Blowersinthisinformationsharingcontext?BecauseWhistle-
Blowerswhowanttheirprivacytobeparticularlyprotected,couldbethegroupthatpossessunique
andimportantinformationthatmayrequirerapidhandlingandmitigation.Therefore,theyhavea
clearreasonandneedtobeprotectedasinformants.Wikileaksisanextremeexampleofframework
thatfitstheWhistle-Blowers,wherepeoplefeelsecuretoshareinformationanonymouslywithout
fearofbeingidentifiedasareporter,apartfromthecontroversysurroundingthiscase.Inthedisaster
case,theexamplecouldbeanyextremehazardssuchasindustrialdisasterhazardse.g.chemical
leaks,radiationleakstothewatersystemorothercriticalinfrastructureservicesthatisvitalforthe
citylifeandthecitizens.Insuchcase,themostknowledgeablepersonknowingthedetailofthecase
maybereluctanttoopenlysharetheinformationbecauseofmanydifferentreasonssuchaslossof
reputation,joborevenbeingtakentocourtforleakingconfidentialinformation.

TheActiveHelpersmaynotcareaboutstrongorweaksecuritybecausethemotivationistohelp,
shareinformationandcontributeasmuchaspossibletomitigatethedisasterimpact.Thus,toomuch

Table 6. Willingness to share information
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securitymayjusthinderorslowthemdowntoactivelyshareinformation,whicheventuallymay
weakentheresilience.Thus,theXsignwithaquestionmarkintherightbottomcornerintheTable
5representsthedouble-edgedswordissuethatmayarise,whentheextraefforttoensuresecurity
becomestoomuch,whilethisgroupcouldinfactbethemostactiveone.

Byhavingagoodframeworkforunderstandingthewillingnesstoshareinthedifferentgroups
ofusersasshowninTable6,wecanthenpredictthepreferredtoolsforeachtypeofusergroup.The
whistleblowerpreferstoolsallowinganonymoussubmissionorsharing.Socialmediausersprefer
Facebook,Twitter,YouTubeorotherchannels.Whileactivehelperswillusesocialmedia,mobile
apps,sharingtools(anyavailabletools),butpreferablysimpletools.Notethatthispreferredtool
exampledoesnotnecessarilyindicatethatitshouldbeexactlythisoneinreality.Thesecurityand
privacyfeaturesarewhatmattersintheindicatedchoicesofourexample.Figure1proposesfive
informationflowmodelsthatlinktheusergroupswithpredictedsecurityrequirements.

InModel1,theinformationflowsviasharingtoolfromcitizentocitizen(CtoC)ismoderated.
Theintendedcommunicationofthistypeofusersistoprovideanalertaboutthreatsordangersthatif
notreported,wouldhavebeenunknowntoothercitizens.Thistypeofinformationneedsmoderation
forqualityandtruthvalidation.Thetoolneedstobesupportedbystrongsecurityandprivacy.This
modelislikelytofitwhistle-blowers.

Model2isunmoderatedCtoCinformationflowwhichtypicallyintendedforinformingthe
circleoffriendsandfamily.Thesocialmediausersbelongtothissecondmodel,whoarelikelyto
besatisfiedwithmediumsecurity/privacyrequirements.Inthiscase,moderationisunnecessary.

Model3ismoderatedinformationflowfromSpecialgrouptospecialgroup(SGtoSG).The
aimofthecommunicationinthismodelistovoluntarilygathernecessarydisaster-relatedinformation
asquicklyaspossibleandshareittoothervoluntarygroups.Theultimategoalistohelppeople
affectedbycrisiswithextrausefulinformation.Toacertaindegree,itmayhelpdisasterresponders.
Moderationinthiscommunicationmodelisnecessary.Predictedusersare“activehelper”groups,
whocanworkwithminimumsecurityorprivacy.

Model4isthemoderatedinformationflowfromcitizentocity(CSGtoCity).Theintended
communicationofthistypeofusersistwofold.ForSGistoinformabouttheresourcesavailable,
criticalsituationsthatneedtobetackled,orotherissuesthatarethoughtnecessaryforthestakeholders
incrisis.ForC,thecommunicationgoalisthesameasModel1,i.e.togiveanalert.Theinformation
flowinthisModel4doesnotneedtobeknownbyallpeople.Theexpectationisquickactionstaken
basedonsharedinformation.Theactivehelpersandwhistle-blowersbelongtothisfourthmodel.
Thus,flexiblesecurityandprivacyarehighlyimportant.Inthiscase,moderationisnecessary.

Figure 1. Information flow model, privacy-security requirement
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Model5isunmoderatedCitizentoCityinformationflow.Theintendedcommunicationisto
notifystakeholderstheiravailabilityortheirvolunteereffortsinrespondingtodisasters.Thistype
ofcommunicationdoesnotneedmoderation.

6. CoNCLUSIoN

In this article, we have proposed security and privacy metrics, and intuitive-based user group
classificationswithrespecttotheinformationandcommunicationengagementtools.Weconclude
thattherequirementforprivacyand/oranonymitydependsontheintendedcommunicationtarget,
andthisvariesbetweenthedifferentusergroups,andonthepotentialriskassociatedwithabreach
ofprivacy.Theinsightsfromthediscussioninthispaperisthatweshouldmitigatereluctancesofthe
whistle-blowertouseanytypesofcommunityengagementandinformationsharing.Forawhistle-
blowerthatsometimescarryurgentinformation,theriskisveryhighthathewillbeinmajortrouble
ifhisprivacyisviolated.Wealsoshouldnotslowdowntheactivehelpersbymakingthetooltoo
complex-e.g.throughexcessivesecurity,althoughforanactivehelper,thatriskismorelikeaminor
annoyance.Boththesegroupsusuallywanttospreadtheinformationaswideasneededtoreachthe
properauthorities.Ontheotherhand,socialmediauserstendtotargetfriendsandfamilyandmay
forexampleeitherwanttotellthattheyaresafe,orinformaboutlocalrisks.Thisinformationmay
stillbeofusetothecrisishandlersifitisavailabletothepublic,butreasonableprivacysettingsmay
alsopreventthistohappen.

Thus,thepolicymakersorlocalauthorityinthecityshouldbewillingtoconsiderallrelevant
typesofusergroupsinthesocietybasedontheirpreferredprivacyandsecurityrequirements,and
allow different user groups to participate through different tools, including representative tools
fromthoseclassesoftoolsmentionedinTable6.Leavingoutwhistle-blowersorslowingdownand
annoyingactivehelperswouldimpaircitizenengagementandultimatelyresilience.Tobeabletoget
acompletepicturefrominformationsharedbycitizens,wesuggestthatbothaspecialisedtoolwith
simpleverified-usermessagesaswellasopeningformoderatedanonymousmessages-andrelevant
socialnetworks,shouldbeutilized.

Finally, we also need to cover some limitations of our work: 1) We assume that evaluators
ofthesecurityandprivacyleveloftheengagementtoolshavealimitedexpertiseonsecuritybut
shouldknowtheminimumrequirementstodeterminewhetherornotsuchcriteriaarefulfilledor
covered.2)Themethodsforevaluatingsecurityandprivacyoftheengagementtoolsarenotfrom
theinsiderperspectivebutfromwhatinformationhasbeenmadeavailableforpublicorisexternally
observable.3)Thesuggestedmetricsareonlyaninitialproposal.Thesecurityandprivacymetrics
thatarerelevantforcitystakeholderscanbeelaboratedfurtherindifferentstagesoftheresilience
cycle:preparedness,response,recoveryandmitigation.Likewise,thematrixfortheusergroupscan
beelaboratedfurthertoincludee.g.engagementtoolsforhelpingindividualsthatareaffectedbythe
disasters,wherethesecurityandprivacywillbeextremelyimportant.Forexample,theengagement
toolswillincludecounsellingfortrauma,shocksorotherpsychologicalorpsychosocialproblems,
orotherissuesthatarenotidentifiedhere.4)Tobeawarethatthestrongprivacyoranonymitythat
allowswhistle-blowers to feelcomfortableenough tosubmit their information,canalsobeused
foractorswithbad intentions, formisleadingofevenattempting to traprescuepersonnel,or for
submittingbombthreatsandothercriminalmessages.5)Ourexperiment,especiallytheevaluation
oftheavailabilitymetricisbasedonlimitedobservationtime,andnote.g.throughmonitoringover
longerperiod,wherethenwecouldclaime.g.“uptimeof99%”.

Therearemanydirectionsthatcouldbeinvestigatedfurtherbasedonthisstudy,butitshould
stillbeabletostandonitsownasasetofguidelinesforthesecurityandprivacyaspectsofselecting
toolsforengagingcitizensincreatingaresilientsociety.
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